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1. OBIIIASI XAPAKTEPUCTHUKA PABOYEI ITPOT'PAMMBI

HNPODOECCHOHAJIBHOI'O MOAYJIA

«IIM.01 HACTPOMKA CETEBOI UH®PACTPYKTYPhI»

1.1. Ieab u MecTO NpoecCHOHATBLHOTO MOAYJSA B CTPYKTYpe
o0pa3oBaTeJbHOMH MPOrpamMmmel

Iens Momyns: ocBoeHNe BUAa AeATeNnbHOCTH « HacTpolika ceTeBoil HHpPacTpyKTypBLy.

IIpodeccnoHanbHBIl MOAYJTH BKIIOUEH B

IIPOTPaMMBI.

06}IBaTeJ'IBHYIO JacThb

o0pazoBaTeTbHON

1.2. IInanupyemeble pe3yJabTaThl 0CBOEHHsS NPOPeCcCHOHAILHOI0 MOAYJIS

PCBy.]'IBTaTLI OCBOCHHA HpO(bCCCI/IOHaJ'IBHOFO MOAYJIL COOTHOCATCA C IINIAHUPYEMBIMHU

pesyapTaTaMil  OCBOCHHS 0Opa30BaTENIbHOW IpOrpaMMEl,

KOMIIETEHINH BhITyckHUKa (11. 4.3.3 OOII-II).

B pesynbraTe ocBoeHHd MpodhecCHOHATBHOTO MOAYIIS 00yUaroIMiCcs T0JHKEH

NMpCACTaBJICHHBIMH B MATpPHUIIC

1.

Kon Ymerb 3HaTb Baanerb HaBbIKAMH

OK, IIK

OK.01 pacro3HaBaTh 3a7auy aKTyaIbHBII
u/umm npobaemMy B npo¢ecCHOHATBHBIN 1
pohecCHOHATFHOM W/HIIH | COLIMATIbHBIN KOHTEKCT, B
COL[MAJILHOM KOHTEKCTE, KOTOPOM TIPUXOAUTCS
aHATM3UpPOBaTh U paboTaTh M KUTb;
BBIJIEIATE €€ COCTaBHBIE CTPYKTypa IUTaHa AJIs
JacTH; peleHnsd 3aad,
OTIPENEIATE ITAIBI aJITOPUTMBI BBITIOJTHEHUS
pelLleHNs 3a1auH, pabot B
COCTABJIATH IUIAaH npodeccuoHaTbHON 1
IEUCTBUS, PEATU30BBIBATh | CMEXKHBIX 00NacTsX;
COCTaBIJICHHBIH IJIaH, OCHOBHBIE HCTOUHHKHI
OIpeAeNATh HeOOXOqMMble | HHPOPMAIHU H PECYPCHI
pecypesl; IUTS pellieHus 3a1a4 1/
BBIABIIATH M P GEKTHBHO | TIPOOIEM B
HCKaTh WH(POPMAIHIO, npo¢eccHOHATBEHOM H/WIN
HEOOXOIUMYIO IS COL[MAJIbHOM KOHTEKCTE;
pelLIeHN 3a1a49H H/WIH MeTOABI paboTHl B
MpOOIEMBI; npodeccuoHaTbHON 1
BIIaJI€Th aKTyalbHBIMH CMEXKHBIX cepax;
METOAaMH pabOTHI B MOPAAOK OLIEHKH
npodecCHOHATBHON 1 PE3yIBTATOB PEIICHUS
CMEXHBIX cepax; 3aja4 MpopecCHOHATBHON
OLIEHUBATh Pe3yabTaT U IeATeTbHOCTH;
MOCTECTBHS CBOMX
NEeHCTBHI
(caMOCTOATENBHO HITH C
TOMOILIBIO HACTABHHKA);

OK.02 OTPEAENATh 3aatH IS HOMEHKJIaTypa
MOKMCKa HH(POPMALIUH, MH(pOPMAIMOHHBIX
TUTAHUPOBATh MPOLIECC HCTOYHHKOB,

! Bepymcs ceedenus, ykazannoie no OGHHOMY 8udy oesmenvHocmil 6 . 4.2,




TIOUCKa, BEIOMpATh
HEOOXOAMMBbIEe HCTOUHHKH
HHOpPMaLIUH;

BBIJICTIATH Hanboee
3HAUUMOE B TIepeyHe
HHGOpMaIINH,
CTPYKTYypHPOBATh
MOTy4aeMyto
nHpopMaLnio, 0hOPMIATH
PE3yNIbTaTHI TOUCKA;
OLICHUBATH MPAKTHIECKYTO
3HAYUMOCTb PE3YNBTaTOB
TIOHCKa,;

MIPUMEHSATH CPE/ICTBA
HMH(pOPMAITHOHHBIX
TEXHOJOTUH I peIeHU]
npo¢decCHOHATBHBIX
3a/1a4;

HCTIONb30BaTh
COBpEMEHHOE
porpaMMHOE
obecrieyeHne B
npogdeccHOHATEHON
IeATENEHOCTH;
HCTIONIE30BATh PA3THIHEBIE
I POBEIE CpeCTBA AL
pelIeHns
npo¢decCHOHATBHBIX
3a/1a4;

pPUMEHIEMBIX B
pogeccHoHATBHON
NeATeTbHOCTH;

TIpUEMBI
CTPYKTYPHPOBaHHS
HHOpPMAIIHH;

¢dbopMaT opopMICHUS
Pe3yIBTATOB MOHCKA
HHOpMAIIHH;
COBpPEMEHHBIE CPEJICTBA U
yCTpoiCcTBa
MH(pOpMaTH3ALNH,
MOPAAOK UX IPUMEHEHUS
U TIPOTpaMMHOE
obecrieyeHne B
podeccHoHaTBHON
NeSATeTBbHOCTH, B TOM
qucie HuppoBbIe
CpeACTBa;

OK.03

OTIPENeNIATh aKTyaIbHOCTh
HOPMaTHBHO-TIPaBOBOM
JOKYMEHTAINH B
npodeccruoHaTbHON
NeATeTbHOCTH;
IPUMEHATH COBPEMEHHYIO
Hay4HYIO
npodeccHoHATBHYIO
TEPMHHOJIOTHIO;
OTIpENeNATh U
BBICTPaNBaTh TPACKTOPHUHI
npodeccHoHaTBHOrO
pasBUTHA U
caM000Opa30BaHMs;
BBISBJISITh JOCTOMHCTBA U
HEIOCTaTKU
KOMMepUeCKOH HieH;
OIIpeAENATh
MHBECTHIMOHHYIO
IPUBJIEKATETBHOCTD
KOMMEpYECKHX UieH B
paMKax
npodeccroHaTbHON

cofiep)KaHHe aKTyalTbHON
HOPMaTHBHO-TIPaBOBOM
TOKYMEHTAIlUH;
COBpEMEHHas HayuHas 1
npodeccuoHaIbHas
TEpMHHOJOTHS;
BO3MO)KHBIE TPACKTOPUHI
podecCHOHATBHOTO
Pa3BUTHA U
caMo00pa3OBaHuU;
OCHOBBI
IpeANPHHUMATETBCKON
NeATeIbHOCTH, IPAaBOBOM
1 (pUHAHCOBOMH
IPaMOTHOCTH;

IpaBUIa pa3pabOTKH
Mpe3eHTaLIH;

OCHOBHBIE JTAITbI
pa3pabOTKM U peaTn3aIiu
MIPOEKTa;




NeATeNbHOCTH, BBISBIIATE
HCTOYHHMKH
(bMHaHCHPOBaHMUS;
IIPE3EHTOBATh HIECH
OTKPBITHS COOCTBEHHOTO
nena B
npodeccroHaTbHON
NeATeTbHOCTH;
OIpeNeNATh HCTOYHUKH
NOCTOBEPHOM ITPaBOBOIl
HHOpPMaLIUH;
COCTABIIATh Pa3TUYHBIE
IIPaBOBBIE JOKYMEHTHI;
HaXOAUTh MHTEPECHBIE
IIPOEKTHBIE HIEH,
IpaMOTHO UX
¢dbopMyIHpoBaTh U
JIOKYMEHTHPOBATh;
OLICHUBATh
KHU3HECTIOCOOHOCTB
MTPOECKTHOM HJIEH,
COCTABJIATH IJIAH MPOEKTa,;

OK.04 OpraHH30BBIBATh paboTy NICUXOJIOTHYECKHE OCHOBHI
KOJUTEKTHBA M KOMAaH/Ibl; IEATENBHOCTH
B3aHMOJIECHCTBOBATS C KOJUTEKTHBA;

KOJUTIETaMH, TICHXOJIOTHYIECKHE
PYKOBOJICTBOM, 0COOEHHOCTH JIMIHOCTH;
KITMEHTaMH B X0/1€

npogdeccHOHATEHON

AeATENbHOCTH;

OK.05 TpaMOTHO H3JIaraTh CBOM paBHiIa o(pOpMIICHUS
MBICITH X OhOPMIIATE TOKYMEHTOB;
TOKYMEHTHI IO MIpaBUJIa TOCTPOEHHS
npo¢deccHOHATEHON YCTHBIX COOOILIEHHH;
TeMaTHKe Ha 0COOEHHOCTH
TOCY/IapCTBEHHOM S3BIKE; | COLMAILHOTO U
MPOSIBIIATH TOJEPAHTHOCTD | KYJIBTYPHOTO KOHTEKCTA;
B paboueM KOJIIEKTHBE;

OK.06 MPOSBISATE IPaskJaHCKO- CYLLHOCTB I'pa’KJaHCKO-

NaTPHOTHYECKYIO
MO3HLIHUIO;
JEMOHCTPUPOBATH
OCO3HAHHOE TIOBEACHNE;
OINUCHIBATh 3HAUUMOCTb
CBOEH CIIEHAIBHOCTH;
IPUMEHATH CTAaHIAPTEHI
AHTUKOPPYNILIHOHHOI'O
TIOBE/ICHN S,

MaTpUOTHIECKOM
TTO3HITNH;
TPaIUIIOHHBIX
00IIeUeTOBEYECKHX
LIEHHOCTEH, B TOM YHCIIE C
y4€TOM rapMOHHU3ALINH;
MEKHAITMOHATBHBIX U
MEKPETUTHO3ZHBIX
OTHOILICHNH;
3HAYMMOCTD
npogeccHoHaTBEHON
NEeITeIIBHOCTH I10
CIIEUATBLHOCTH;




CTaHAApTHI
aHTUKOPPYTILIHOHHOT'O
MOBECHNS 1 TTOCIIEICTBUA
€ro HapylIleHus;

OK.07 co0Ir0aTh HOPMBI IIpaBUJIa KOJIOTHYECKON
HKOJOTHYECKOH 0€30IacHOCTH U
0€e301acHOCTH; BEICHUHI
OTIpENIeNIATh HAIIPaBICHU | NMpohecCHOHATBHON
pecypcocOepexeHus B NeATeTbHOCTH;
paMKax OCHOBHBIE PECYPCHI,
npodeccroHaTbHON 3aJ1elICTBOBaHHEIE B
NEATENbHOCTH 110 podeccHoHaTBHON
CTIEIINATIBHOCTH; NeATebHOCTH;
OpTraHH30BBIBAThH IIyTH oOecTIeYeHns
npodeccHoHaTBHYIO pecypcocOepexeHus;
IEATeNbHOCTD C HMPHHIUIIBI OEPEKITHUBOIO
COOJTIOICHUEM NTPUHLIUIIOB | MIPOM3BO/ICTBA;
OepexITNBOrO OCHOBHBIE HaIlPaBICHUS
IIPOM3BOICTBA; M3MEHEHUS
OpTraHH30BBIBAThH KJIMMAaTHYECKHUX YCIOBUI
npodeccHoHATBHYIO PETHOHA;

NEATeNBHOCTD € Y4eTOM IIpaBHJIa TIOBECHNUS B
3HaHWH 00 N3MEHEHUN Ype3BBIYalHBIX
KJIMMaTHYECKUX YCIIOBHI | CHTYaIHsX;

PETHOHa;

3¢ (PeKTHUBHO 1eHCTBOBATD

B Ype3BBIYaITHBIX

CHUTYaINX;

OK.08 HCTIONB30BaTh poib pu3HIecKoi
(U3KYIBTYpHO- KYJIBTYpHI B
03/IOPOBHUTENBHYIO OOILEKYTBTYPHOM,
NEATeNbHOCTD IS npoeCCHOHATEHOM H
YKpPEIUIEHHUS 3[J0POBbS, COLMAJIEHOM Pa3BUTHH
TOOCTH)KEHUS )KU3HEHHBIX | YellOBEKa;
U TIpopeccHOHANBHBIX OCHOBBI 3[JOpPOBOT0 00pasa
Heneit; JKM3HU,
PUMEHATh yCIIOBUSA
palnMoHaIbHBIE TIPHEMBI podeccHoHaTBHON
IBUTaTENbHBIX ()YHKUMH B | 1E€ATEIBHOCTH H 30HBI
npodeccruoHaTbHON pHcka puznyueckoro
NeATeTbHOCTH; 3JIOPOBBS LIS
MOJIb30BAThCA CPEICTBAMHU | CIICLIMATBHOCTH;
npopHUITaAKTHKH cpeAcTBa MpOoQpIIaKTHKN
NepeHanpsHKEHNUS, HepeHa pKEeHNU;
XapaKTepHBIMH [T
JAHHOM CHELMAIbHOCTH;

OK.09 MOHNMATh OOIIMH CMBICTT | TTpaBWJIa MOCTPOCHUS

YETKO MPOM3HECEHHBIX
BBICKa3bIBaHUI Ha
U3BECTHBIE TEMBI
(mpogeccroHaNbHBIE U
OBITOBBIE), TOHNMATh

IIPOCTHIX M CIIOKHBIX
MpEeIIOKEHU N Ha
npodeccHOHATBHBIE TEMBI;
OCHOBHBIE
00IIEeyNOTpEeONTENbHEIE
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TEKCTHI Ha 0a30BEIC
HpO(bCCCI/IOHaJ'IBHHC TCMBI,
Y4aCcTBOBAaThL B HAJIOTaX
Ha 3HaAaKOMBIC O6H_[I/IC n
HpO(bCCCI/IOHaJ'IBHHC TCMBI,
CTPOUTH IIPOCTHIC
BBICKa3BIBaHUI O cebe U o

r1arojsl (ObITOBas U
npodeccnoHaIbHas
JIEKCHKA);

JTEKCHIECKUH MUHUMYM,
OTHOCSILMHCS K OTTHCAHUIO
MPEAMETOB, CPEACTB H

IIPOLIECCOB
cBoel npodeccnoHanbHOH | MpodeccHOHATBHON
IEATENBHOCTH; IEATENBHOCTH;
KpaTKo 00OCHOBBIBATh H 0COOEHHOCTH
OOBACHATH CBOM JIEUCTBHS | TPOU3HOIICHHS;
(Texyue U IIpaBHJIa YUTCHHUS TEKCTOB
IUTAaHUPYEMBIE); podeccHoHaTBHON
IUCATh IIPOCTHIE CBA3HBIE | HAIIPABIEHHOCTH;
COOOIIEHNS Ha 3HAKOMBIE
W HHTEPECYIOLIHE
npodeccHoHaTbHbIE TEMBI;
IIK 1.1 | momp30BaThCA IIpaBUJIa M IIpoLeypa COCTaBJICHUS
HOPMAaTHBHO-TEXHUYECKON | MpOBEICHUS PETIIaMEHTHBIX OTYETOB O
IOKyMEHTallleH B 0OJIaCTH | HHBEHTApH3AaIlUH; 3aMEeYEHHBIX OTKIOHEHHAX

MH(POKOMMYHHKAIIMOHHBIX
TEXHOJIOTHIL;
CONPOBOXKIATh
TEXHHUYECKYIO
JOKYMEHTALIIO 110
o0beKTaM
MH(POKOMMYHHKAIIMOHHBIX
CHCTEM;

KOHTPOJIHPOBATh HATHYHE
U JBIDKEHHE allapaTHBIX,
IpOrpaMMHO-aIIIapaTHBIX
U TIPOTPaMMHBIX CPEJICTB;
paboTats ¢
MH(OPMALIMOHHOM
CHCTEMOH IO YIIPaBIECHHIO
3aracaMy U peMOHTOM;
oopMIATH 3aBKH Ha
MaTepHalbl 1
KOMITJIEKTYFOILIHE
MH(POKOMMYHUKAIIMOHHBIX
CHCTEM.

MpaBUJia MapKUPOBKHI
YCTPOMCTB U 2IEMEHTHI
MH(POKOMMYHHUKALIMOHHOM
CHCTEMBI;

OCHOBEI
JeTOTIPON3BOCTBA;
MpoLeaypa ClIHCaHus
TEXHHUECKHUX CPEICTB;
MporpaMMHBIE CpeicTBa
MHBEHTAPH3ALINH;
MPUHLIUTIBI
KJIacCH(pUKALNU U
KOIMPOBaHUS
MHOpMAIIHH;

TUTIOBBIC BapHAHTHI
B3aHMO3aMEHIEMOCTH;
MPHHLIMITBI OPraHU3aLHN
MH(POKOMMYHHKALIMOHHBIX
CHCTEM IO YIPABICHUIO
PEMOHTOM H
00CITy’)KHBaHUEM;
TUTIOBBIE CPOKH
MPOBEACHUS
MpOoPUIAKTUIECKUX
PEMOHTOB;
TEPMHUHOJIOTHUS U IPaBHIa
YTEHHUS TEXHUIECKOH
JNOKYMEHTaIUH;

npaBuia 0o(OpMICHHS
TEeXHUYECKOH
JOKYMEHTAIIH 1O
pe3ynbTaTaM MPOBEPKU

OT IITATHOTO PeKUMa
(YHKIIMOHMPOBaHUS
MH(POKOMMYHHUKALIMOHHBIX
CHCTEM;
TOKYMEHTHPOBAHUS
0a30BOM KOH(pUTYpaAITIHT 1
MPOrpaMMHOTO
obecreueHNsl YyCTPOUCTB
MH(POKOMMYHHUKALIMOHHBIX
CHCTEM.
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paboTocriocoGHOCTH
YCTPOMCTB
MH(POKOMMYHHKAIIMOHHBIX
CHCTEM.

IIK'1.2 | npuMeHATH HHCTPYKIIMH OCHOBBI apXUTEKTYPBI YCTaHOBKH
10 YCTaHOBKE U anmapaTHbIX CPECTB; MH(POKOMMYHUKAITHOHHBIX
HKCILTyaTaluH T PUHIIUITBI CHCTEM Ha pabovHx
nepugpepritHOro (YHKIMOHUPOBaHHS MecTax COTJIACHO
00opyIOBaHNS; anmnapaTHbIX CPEICTB TPyAOBOMY 3a[laHHUIO;
BBITIOJTHATH 3aMEHY BBIYHCITHTEIBHON BBITIOJTHEHHSI ANATHOCTUKU
PAcXOJHBIX MATEPUATOB U | TEXHHUKH; anmapaTHBIX OIIHOOK
KOMITJIEKTYFOILIIX THUIIOBBIE PETTIAMEHTOB YCTPOHCTB
nepugpepritHOro 00CTyKMBaHH MH(POKOMMYHUKAITMOHHBIX
0bopyioBaHN; anmapaTHbIX CPECTB; CHCTEM;
HCTIONIb30BATh CTOCOOBI OOHAPYKEHUS JEMOHTa)a M 3aMEHBI
KOHTPOJIBHO- MEeXaHHUECKUX HETMONAI0K | Y3JIOB H DIEMEHTOB
HU3MEPUTENBHOE B paboTe yCTpOHCTB OTAENBHBIX YCTPOUCTB
obopynoBaHue A HH(POKOMMYHHKAIIMOHHBIX | HH(OKOMMYHHKAIIHOHHBIX
IPOBEPKH WIEKTPHUUECKUX | CHCTEM, IIPUIHMH UX CHCTEM, B TOM YHCIIE
COeIMHEHUH YCTPOUCTB BO3HUKHOBEHHS U nepugpepuitHOro
MH(POKOMMYHUKAIIMOHHBIX | TIPUEMOB yCTPaHEHMUS; 00opyioBaHuUA.
CHCTEM; TpeOOBaHUS OXpaHbI TPyda
BBISBIISITh U yCTPAHATh IpH paborte ¢
MeXaHH4YeCKHE IIPOTPaMMHO-
MOBPEXICHNA U Ie(eKTHl | almapaTHBIMU CpeACTBAMHU
YCTpOHCTB MH(POKOMMYHHKAIIMOHHBIX
MH(POKOMMYHUKAIIHUOHHBIX | CHCTEM.
CHCTEM

IIK 1.3 | ugenTHUIMPOBATH JMLIEH3HOHHBIE BBISBIIEHHS cOOEB U
MHIMJCHTHI, TpeOOBAaHMUSA IO HACTPOUKE | OTKA30B CETEBHIX

BO3HHKAIOIIHE TIPH
yCTaHOBKE MPOrPaMMHOTO
obecrieyeHus, U
MPUHUMATh pelIeHue 00
U3MEHEHHH TPOLEaYpHI
YCTaHOBKH;

OLIEHUBATh CTETICHb
KPUTHYHOCTH MHIHICHTOB
pu paboTe MPHKIATHOTO
MPOrpaMMHOTO
obecreueHN;

YCTPaHATh BO3HHKAIOLIHE
MHLUICHTH;

MIPOU3BOANTE MOHHTOPHHT
aIMHHHCTPHPYEMOH
MH(GOPMAIIMOHHO-
KOMMYHHKAI[HOHHOH
CHCTEMBI;
TOKYMEHTHPOBATh
YYETHYI0 HH(pOPMALIHIO 00
HCTIONIb30BAHUH CETEBBIX
PECYPCOB COTTACHO

U DKCILTyaTalluu
YCTaHABIIMBAEMOTO
IIPOTPaMMHOI0
obecITeueHN;

OCHOBBI apXHTEKTYPHI,
yCTpOHCTBa 1
(YHKIMOHUPOBaHH
BBIUHCIIUTENBHBIX CHCTEM;
TpeOOBaHUS OXpaHBI TPyIa
pu pabote ¢
annapaTHbIMH,
IIPOTPaMMHO-
anmapaTHbIMH U
IPOrpaMMHBIMU
CpeAcTBaMHU
aIMIHHUCTPUPYEMON
MH(pOPMAIMOHHO-
KOMMYHHMKALIHOHHOH
CHCTEMBI.

YCTPOMCTB H
OTEPallHOHHBIX CHCTEM;
omnpefeneHus cO0eB U
OTKa30B CETEBBIX
YCTPOMCTB H
OIIEPallHOHHBIX CHCTEM;
yCTpaHEHHs MOCIEeICTBUH
cOOEB U OTKa30B CETEBBIX
YCTPOMCTB H
OTIEPallHOHHBIX CHCTEM;
oIpefeNeHNs TPHYNH
BO3HHKHOBEHUS
KPUTHYECKHX HHIUEHTOB
IIpH paboTe MPHKIATHOTO
IPOrpPaMMHOTO
obecrieueHusl.
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YTBEPKICHHOMY IpaduKy.

IIK 1.4 | ugerTnduumporars OOI111e MPUHIIUITBI MTOJTOTOBKH K
MHITHJCHTEI, (YHKIIMOHUPOBAHUS MIPOBEICHUIO
BO3HUKAIOIINE TTPH anmapaTHbIX, MpeIBapUTENBHBIX
MPOBEACHNUHN MPOrPaMMHBIX 1 HCIBITaHUH
MpeaBapUTENbHBIX MporpaMMHO-aIMapaTHBIX | cOCTaBIeHUS rpaduka
HCIBITaHUH CpeAcTB MpeIBapUTENBHBIX
HCIONb30BaTh MPOLEAYPHl | AAMUHUCTPUPYEMOM CETH | UCTIBITAHUI
BOCCTAHOBJICHMS JTaHHBIX | apXUTEKTypa allllapaTHBIX, | OTMOBEIICHUS
OTIpeAETATh TOUKH MPOrpPaMMHBIX U TIOJIb30BaTelIeH O
BOCCTAHOBJICHMS JaHHBIX | IPOTPaMMHO-AIIapaTHBIX | BO3MOKHBIX NTEpEPHIBaX B
OLICHUBATh PHCKHU CpeAcTB MpeIOCTaBICHUI
MEepepHIBOB B aJIMUHUCTpUPYEMOI CEpBHCOB
MPEIOCTaBICHUN MHPOPMAIMOHHO- BBITTOJTHEHHS
CEPBHCOB TIPH KOMMYHUKaIMOHHOH MpeIBapUTENBHBIX
MPOBEEHUH UCTIBITAHUI CHCTEMBI HCIBITaHUH
TIOJB30BaThCI TpeOOBaHNUS K
HOPMAaTUBHO-TEXHUYECKOH | KOMIBIOTEPHBIM CETSIM
JOKYMEHTAIel B 00NacTh | apXUTEKTypa MPOTOKOJIOB
MH(GOKOMMYHHUKALIMOHHBIX | CTaHJapTH3AIMs ceTel
TEXHOJOTHI JTalNbl IPOEKTUPOBAHUS

ceTeBOM
MH(PACTPYKTYPHI,
opraHu3alys padboT 1o
BBOJY B DKCILTyaTalllIo
0OBEKTOB H CETMEHTOB
KOMITBIOTEPHBIX ceTel
CTaHJapTHI KaOemneH,
OCHOBHEIE BHJIBI
KOMMYHUKAITMOHHBIX
YCTpPOICTB, TEPMHHHI,
MOHSTHS, CTAHAAPTH U
THITOBBIE DJIEMEHTEI
CTPYKTYPHPOBAaHHOMN
KaOeJIbHOH CHCTEMBI:
MOHTaK, TECTHPOBaHHE
CpelCTBa TECTHPOBAHUS U
aHaJIN3a
MpOrpaMMHO-aIapaTHbIE
CpelCcTBa TEXHHUECKOTO
KOHTPOJIS

IIK 1.5 HCIIONIB30BATh MPOLEAYPHl | OOIINE MPUHIUIIBI BOCCTaHOBJICHHSI

BOCCTaHOBJICHHS IAHHBIX;
OTIpEeNeNATh TOUKH
BOCCTaHOBJICHHS JTaHHBIX;
paboTaTh ¢ cepBepaMu
apXMBHPOBAHUA U
CpeACTBaMH yTIpaBICHU
OINEPALIMOHHBIX CHCTEM;
MIOJTb30BaThCsA
HOPMAaTHBHO-TEXHHYECKOH

(YHKIIMOHUPOBaHUS
armaparHbIX,
MIPOTPaMMHBIX U
IIpOrpaMMHO-aINaPaTHBIX
CpeaCTB
aIMUHUCTPUPYEMOH
MH(OPMAIMOHHO-
KOMMYHHKALMOHHOH
CHCTEMBI;

apaMeTpoB IO
YMOJTYaHHIO COTTIACHO
TIOKyMEHTaIH
OIIEePallHOHHBIX CHCTEM;
BOCCTAHOBIICHHS
apaMeTpoB MPH MOMOILIHN
CEpBEPOB apXMBHPOBAHUS;
BOCCTAHOBIICHHS
apaMeTPOB IIPH ITOMOLIH
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JNOKyMeHTaIell B odnactu
MH($OKOMMYHHKALMOHHBIX
TEXHOJOTHIL;

apXMUTEKTypa allapaTHbIX,
IPOrpaMMHBIX
IIPOTrpaMMHO-AIIIAPATHBIX

CPEACTB YIpaBICHUS
CTIEIMATT3HPOBAaHHBIX
OTIEPallHOHHBIX CHCTEM

BBITIOJIHATH IUTAHOBOE CpencTB CETEBOr0 00OPYIOBaHMNS;
apXUBHUPOBAHHUE aIMUHHCTPUPYEMON TUTaHHPOBaHUS
POrPaMMHOTO MH(pOPMAIOHHO- pacIucaHus
obecrieueHns KOMMYHHMKALIMOHHOH apXMBHPOBAHUA U
MOJTb30BaTENbCKUX CHCTEMBI; apXUBUPOBAHUSA
YCTPOHCTB COTJIACHO TpeOOBaHUS K apamMeTpoB
rpaduky; KOMITBIOTEPHBIM CETSIM; MOJTb30BaTENbCKUX
apXUTEKTYpy IPOTOKOJIOB | YCTPOMCTB;
CTaHIAPTH3ALMIO CeTeH; CONPOBOXKICHUS
OpraHu3alyio padoT Mo CEpBEPOB, APXUBHPOBAHU
BBOJIy B DKCILTyaTallHIO POrpaMMHOT0
0OBEKTOB M CETMEHTOB obecrieueHns
KOMITBIOTEPHBIX CETeH; MH(POPMAIIOHHO-
CTaHIAPTHI KabemeH, KOMMYHHKAITHOHHOH
OCHOBHBIE BHJIBI CHCTEMBI;
KOMMYHHKAIIHOHHBIX MOHHUTOpPHHTA
YCTPOWCTB, TEPMHHBI, IIPOBEICHHOTO ITAHOBOTO
TIOHATHS, CTAHIAPTHI U apXUBHUPOBAHUSA
THUIIOBBIE YIIEMEHTHI MOJTb30BaTENbCKUX
CTPYKTYpHPOBaHHOM YCTpPOMCTB.
KaOeTbHOH CHCTEMBI:
MOHTaX, TECTHPOBaHUE;
CpeAcTBa TECTHPOBAHUS 1
aHaIN3a;
IIPOTrpaMMHO-aNIapaTHBIE
CpeAcTBa TEXHUYECKOTO
KOHTPOJISL;

IIK 1.6 | BecTH TeXHHUECKYIO IIpaBWJIa U IIPOLIE Ty PhI IIpOBEICHUE
JOKYMEHTALIIO 110 IIPOBEACHHS MHBEHTApH3ALNN;
oOBbeKTaM MHBEHTAPH3aLHH; IIPOBEPKa OTYETOB I10
MH(pOPMAIIMOHHO- IIpaBWJIa MapKUPOBKHI pesyabpTaTaM
KOMMYHHKAITHOHHOH YCTPOMCTB U DIIEMEHTOB MHBEHTapH3aLHUH U
CHCTEMBI; MH(POPMAIMOHHO CIIMICAaHHIO allllapaTHBIX,
KOHTPOJIUPOBATh HATHYNE | KOMMYHUKAIIMOHHON IIpOrpaMMHO-aIapaTHBIX
U JBIDKEHHUE aNlapaTHBIX, | CHCTEMBI; U IIPOTPaMMHBIX CPEACTB;
IPOrpaMMHO-AINAPATHBIX | OCHOBBI (buKcHpoBaHKE B )KypHalle
U TIPOrPaMMHBIX CPEICTB; | JEIONPON3BOJCTBA; HMHBEHTapHBIX HOMEPOB

TIOJB30BaThCI
HOpPMaTUBHO-TEXHUYECKON
JNOKyMeHTaIel B obnactu
MH(GOKOMMYHHKALMOHHBIX
TEXHOJIOTHH

npoleaypa CIUCaHus
TEXHHUECKHUX CPEJICTB;
OTpaclieBble HOPMaTHBHBIE
MIPaBOBEIE aKTHI;
TpeOOBaHUS OXpaHbI TPYIa
npu pabote ¢
armapaTHBIMH,
IIpOrpaMMHO-
anmnapaTHBIMU U
IIPOrpaMMHBIMI
CpencTBaMu
aIMUHUCTPUPYEMOH

TEXHUYECKHX CPENICTB
aIMUHHCTPHPYEMOH CETH;
(buKcHpoBaHKE B )KypHalle
MECTOPACIOI0KEHUA
TEXHUYECKHX CPENICTB
aIMUHHCTPHPYEMOH CETH;
MapKHpPOBKa TEXHUUYECKHX
CpEICTB
aIMUHHCTPUPYEMOH CeTH
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MHOPMAIIMOHHO-
KOMMYHHUKAIMOHHON
CHCTEMBI;
MIpOTrpaMMHBIE CPEACTBA
HMHBEHTApU3AINH

IIK 1.7

paboTaTh ¢ NOTOBOPHOH H
OTYETHOM MOKyMEHTalueH
Ha 00CITy’)KHUBAaEMYIO
MH(GOPMAIIMOHHO-
KOMMYHHUKAITHOHHYIO
CHCTEMY;

MOJIB30BATHCS
HOpPMaTUBHO-TEXHUYECKON
JOKyMeHTaIell B obnactu
MH(GOKOMMYHHKALMOHHBIX
TEXHOJIOTHIL;

paboTaTh c
MH(OPMALIMOHHOMN
CHCTEMOM yTIpaBIeHHS

3amacaMM U peMOHTOM;
0(OpMITATH 3aIBKH Ha
MaTepUalbl 1
KOMILTEKTYFOILE
MH(GOPMALIMOHHO-
KOMMYHHKAITHOHHON
CHCTEMBI

THUIIOBBIE CPOKHU
3aKITIOYEHHA U JeHCTBUA
JOTOBOPOB Ha
0OCITy’)KHBaHHE
MH(pOPMAIMOHHO-
KOMMYHHMKALIMOHHOH
CHCTEMBI;

NEeHCTBYIOLLKE B
OpraHU3aliH JJOKAJIbHBIE
aKTBl Ha o(pOpMIICHHE
3aBOK Ha MaTepHAaIIbl U
KOMILIEKTYIOILIHE;
HPHUHIUIB OpraHU3aluN
MH(pOPMALMOHHBIX CUCTEM
YIpaBIECHUS PEMOHTOM U
00CITyKMBaHUEM;
THUIIOBBIE CPOKH
IIPOBEACHHS
IpOPHIAKTHIECKOTO
PEMOHTa;

IIpaBHIA U IPOLEAYPHI
IIPOBEACHHSA
MHBEHTapH3alnH;
IpaBHIa MapKHPOBKHI
YCTPOUCTB M DIIEMEHTOB
MHGOPMAIIMOHHO-
KOMMYHHMKaLIHOHHOH
CHCTEMBI;

OCHOBBI
JETONPOU3BOICTBA;
Ipolenypa CliucaHus
TEXHUYECKHUX CPEICTB;
oTpacjeBble HOPMATHBHBIE
IIPABOBBIE AKTHI

KOHTPOITb OCTATKOB
3allacHBIX YacTed U
000pyIOBaHUS TOX
3aMeHY;

KOHTPOJTb COOIIOACHHS
rpaduka

PO HIAKTHIECKOTO
00CITy>)KUBaHUS
000pyIOBaHUS;
BHECEHHE TAaHHBIX O
MIPOBEJICHHBIX paboTax B
MH(OPMALIMOHHY IO
CHCTEMY yNpaBIeHUS
3amacaMy 1 peMOHTOM;
BHECEHHE TaHHBIX 00
HCTIOTb30BaHHBIX
3allaCHBIX YacTsX B
MH(OPMALIMOHHY IO
CHCTeMY yNpaBIeHUS
3amacaMy ¥ peMOHTOM
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2.3. Conep:xanne npodeccnonansHoro moxyas IIM.01 HACTPOMKA CETEBOM HH®PACTPYKTYPhI»

HanumeHnoBanue pasiesnos u Coaep:xanne y4e0HOr0 MaTepHaia, NPAKTHYECKHX H Ja00PATOPHBIX 3aHATHSA, KYPCOBOL O6vém ¢ Ocsausaensie
TeM npoexm (padboma) yacax dAeMenmot
KoMnemenuyuii
Paznen 1. KomnbloTepHbie ceTn
MJIK.01.01 KomnbroTepHbIe ceTH 206 OK.01- OK.09
[K.1.1 -
[K.1.7
Tema 1.1 Beenenune B Conep:xanue
ceTeBble TEXHOJIOTUH 1. KomnbroTepHbIie ceTn 10 OK.01- OK.09
Buner kxommproTepHBIX ceTeil. [oGambHBIE W JOKaTbHBIE CeTH. BUIBI CETEBBIX apXHUTEKTYP. IK.1.1 -
OcHOBHBIE KOMIIOHEHTBI CeTell, ceTeBasg cpela M CeTeBble YCTpPOHCTBAa. T EeXHOIOTHMH [K.1.7
nonkmoueHns K MHTtepHer. KadecTBo M HajneXHOCTh ceTeil. OCHOBHBIE IOHATHS CETEBOM
GesonacHOCTH. TeHICHIIMHU Pa3BUTHS CETCH.
2. CeTeBble POTOKOJIBI H KOMMYHHKAIHA 10 OK.01- OK.09
Kommporanue u mapamerpsl coobmieHus. CeTeBbie MPOTOKOMBI. B3anMoelicTBIE TPOTOKOIIOB. IK.1.1 -
Ha6op nmpotokonos TCP/IP u mpouecc o6MeHa gaHHBIMH. OpraHu3alvy M0 CTaHAapTHU3AIMU: [K.1.7
ISOC, IAB, IETF, IEEE, ISO. MuoroypoBreBbie Mopenn OSI u TCP/IP. Wukancynsiws
naHHBIX. [IpoTokonsHble 6moku naHHBIX (PDU). Jloctynm k mokanbHBEIM pecypcam. CereBast
aapecanua. MAC- u IP- anpeca. [Joctym k ynanéHueiM pecypcaM. 111103 o ymoa4aHuto.
3. CereBble Texnosiorun Ethernet 30 OK.01- OK.09
CemeiictBo cereBpix TexHomoruir Ethernet. Ilpuaium paGoter Ethernet. BzammonelicTBue Ha IK.1.1 -
noaypoBHsax LLC u MAC. YmpapineHue 10CTyNoM K cpese nepenadu 1aHubix (CSMA). MAC- [K.1.7

anpec: waeHtudukarms Ethernet. AtpuOyTsl kangpa Ethernet. Ilpencrarmenus MAC-agpecos.
OnHo- ¥ MHOroaJpecHOl, MKHpPOoKoBelaTebHON pacchliok. CkBo3HOE monkaoueHue, MAC- u
IP-anpeca.

[Ipotokon paspemierus anpecos (ARP): npurImne! paboThl, poib B poliecce YAaIeHHOTO
obmeHa naHHbIME. Tabmuipl ARP Ha ceteBBIX yeTpoiicTBaXx. OcHOBHBIE HEJIOCTATKH IIPOTOKOIIA
ARP - Harpyzka Ha cpefy nepefaiu JaHHBIX U O€30MMacHOCTb.

OcHoBHass wHpopMalus O TMoOpTax KoMmMMmyTatopa. labmuia MAC-ampecoB KOMMyTaTopa.
Oyukims  Auto-MDIX. @ukcupoBaHHas ¥ MOAYJBHas KOHHUTypalid KOMMYTaTOPOB.
CpaBHeHHEe KOMMYTaIlMM YPOBHA 2 W ypoBHS. BupTyanbHEI uHTepdeiic kommyTaTopa (SVI),
Mapupytusupyemsiii nopt, EtherChannel yporust 3. Kondurypamus mapuipyTHsupyeMoro
nopra.
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4. CeteBoii ypoBeHb

CeteBoil ypoBeHb B Ipoliecce Neperadu AaHHBIX. [IpoTokons! cereBoro ypoBHsA. OCHOBHBIC
xapaktepuctukn IP-mpotokona. Crpykrypa makeroB IPv4 u IPv6. OcoGenHoctn u
perMyllecTBa MpoTokona Pv6. Meronsl MapmipyTHzaluy y3ioB. Tabnuiia MaplupyTH3allUuH
y3710B KM MapupyTusatopa ani nporokoioB IPv4 u IPv6. VYerpoiictBo mapmipyTusaTtopa —
[Ipoueccop, mamsTh, omepalMoHHas cucTeMa. [loIKIroUeHHE K MapIIpyTHU3aTopy Hepes
paznudHble mopThl. HacTpoiika HCXOIHBIX MapaMeTpoB, HHTEP(EHcoB, NUT03a 10 YMOIYaHUIO U
JPYTUX XapaKTePUCTHK MaplIpyTHU3aTopa.

10

OK.01- OK.09
[K.1.1
[K.1.7

5. TpancnopTHBIH YPOBEHb

Hasznauenue u 3a1a11 TpaHCIIOPTHOTO YPOBHSI.

MynbTUIUIEKCUPOBAHHUE CeaHCOB CBA3U. OmucaHue W cpaBHeHUe npotokoioB TCP m UDP —
Ha/IeKHOCTh U MPOU3BOIUTEIBHOCTh, 001acTh MPUMEHEHUS. AZIpecaliiisi MOPTOB M CETMCHTALUA
TCP u UDP. O6mern pamubiMu 1o TCP. Ilpomeccer TCP cepsepa. Ycrtanomiaenme TCP-
COCJIMHEHUS U ero 3aBepiicHue. [IpuHIunb! «TpéxcToporHero pykonoxkarus» TCP. Hanéxuaocts
u ynpasieHue norokoM TCP - [lonTBepkieHHe MOIYHYCHUS CETMEHTOB, MOTEps JaHHBIX H
MOBTOpHAsl Iiepesada, yIpaBieHHE MOTokoM. OOMEH JaHHBIMH C ucnosb3oBanueM UDP.
Ilpouiecce u  3ampocel  UDP-cepepa, UDP-gatarpammel, mnpoueccsl  UDP-kiveHTa.
IIpunosxkenus, ucnoaszywomue UDP u TCP.

20

OK.01- OK.09
[K.1.1
[K.1.7

6. YpoBeHb NpUWJIo:KeHU i

YpoBeHb MpPHIOKEHHH, YpPOBEHb INPCACTaBICHHUS M CCAHCOBBIH ypoBeHb. Ilpumeps
pacnpocTpaHeHHBIX mpwiokeHuil. [lpoTtokonsl ypoBHA npuioxkeHH. OIHOpPaHTOBBIE CETH
(P2P). Mogens THmma «kiameHT-cepBep». O630p mpotokoixo HTTP, HTTPS, SMTP, POP u
IMAP. Cruyx06a nomerrbix uMmEéH (DNS). ®@opmar coobmernwit u uepapxuss DNS. Yrtwmra
«nslookupy. Cayx6a DHCP. Ilpotokon mepenaun daitno (FTP). [IpoTokon oOMeHa Gmokamu
cepBepHBIX coobmenuit (SMB). Konnenmnun «Bceobsemmtonmii MaTepre» BYOD. [locTaBka
JIAaHHBIX 110 KOHBEPI'CHTHBIM CETSIM.

10

OK.01- OK.09
[K.1.1
[K.1.7

7. IP-anpecanus

Crpykrypa IPv4-agpecos. CeteBas u y3noBas qacts [P-anpeca. [IpeoGpazoBanue ampecos

MEX/Iy IBOUYHEIM U JIeCSTepUIHBIM MpeficTaBieHneM. Macka mojaceru [IPv4. CeteBoit anmpec,
ajpec y3Jia ¥ NIMPOKOBeIIaTeabHbIN anpec cetu IPv4. [IpucBoeHne y3i1y cTaTHYecKoro u
nuHammdeckoro [IPv4-anpeca. MHoroanpecHas nepenada. [lyOmaasie n qactHbie [Pv4-agpeca.
IPv4-anpeca criermansHoro HazHadeHud. [IpucBoenue [P-agpecos.

ICMP-cepBucel. Otmmums  mis  npotokonoB  [Pv4.  Coobmernuns ICMPv4  «3ampoc k&
MapHIpyTH3aTopy», <«OOBSBICHHE OT MapIIpyTH3aTOpa», «3alpoc COCEAHEro y3lIa» u
«OOBsBICHHE COCEHEr0 y3a». TecTHpoBaHHE CETH ¢ MOMOILBIO 3X0-3alpocoB. TpaccHpoBKa
MapupyTa. BpeMsi mpoxoxxaeHusl curHaia B npsMoM U obpatHoM HanpasieHuAx (RTT). Bpems

20

OK.01- OK.09
[K.1.1
[K.1.7
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sxwu3un (TTL) IPv4 1 mpenen mepexonor [Pv4.

8. Paznesnenne IP-ceTeii Ha moaceTn 10 OK.01- OK.09
Cermenranusa [P-ceteit. OOMeH maHHBIMH MeXIy mojceTsMmu. |lmaHupoBaHEe ajipecalliil B TIK.1.1
mojiceTsX. PacueTHple (GopMyiIsl IS cerMEHTAIMM ceTH. Pa30ueHre Ha IMOJICETH Ha OCHOBE TIK.1.7
TpeOoBaHUIl y3710B W ceTel, B COOTBETCTBUH ¢ TpeOoBaHHSIMHU ceTell. OmpeneneHHe MacKu
nojceTd. PasOueHne Ha MOJACeTH C HCIOIB30BaHHWEM Macku mepeMeHHo#l manusbl (VLSM).
bazoBas momenp w HazHadeHune OiokoB aapecoB VLSM. IlnanmpoBanWe anpecaliiyi CeTH.
OcoGenHocTd  mpoekTHpoBaHHA [Pv6-cetn. Pa3OueHne Ha moOAceTH ¢ HCIONB30BaHHEM
nneHTrdrkatopa nHTEpdeiica.
9. Co3manue U HACTPOIiKA HEOOJILIIOH KOMIBIOTEPHOH CEeTH 20 OK.01- OK.09
[TnanupoBanue U co3aHKe HEOOIIBIION KOMITBIOTEPHON CETH: ONPEIeICHHE KIFOUCBBIX IK.1.1
(hakTOpOB, BEIOOP TOIOJIOTHH U CETEBBIX YCTPONCTB, BBIOOP M HACTPOHKa MPOTOKOJIOB, CHCTEMBI [K.1.7
ajpecauun. Mephl 1o 06ecieueHUIO GE30IIaCHOCTH CETH. Y SI3BHMOCTH M CETEBBIC aTaKH.
PaspenpiBaTensHBIC aTaku, ATaky goctyma, OTkaz B obcmyxuBanuu (DoS-atakn). PesepBHoe
KOIIMPOBaHHE, OOHOBJICHHE U YCTaHOBKa HCTIpaBIeHUNA. MexceTeBbIe SKpaHbl. AyTCHTH(UKALHA,
aBpTopH3alus U yuéT. BrkmroueHue npotokona SSH.
QDaiioBble CHUCTEMBl MapIIPyTH3aTOPOB KM KOMMYTaTOpoB. Pe3epBHOE KONHpOBaHHE U
BOCCTaHOBJIICHHE C TIOMOIIBIO TeKCTOBBIX (haitioB, mpotokorma TFTP, USB-makommrens.
Berpoennsbie ciyx0b1 MapuipyTusanuy. [loaaepxka 6ecripoBoaHbIX noakmodeHuil. Hactpoiika
BCTPOCHHOT'O MapIIpyTH3aTopa.
B Tom unciie npaKkTHYeCKUX U 1a00PATOPHBIX 3aHATHI 46 OK.01- OK.09
[K.1.1
MK.1.7

IpakTuyeckoe 3anatue 1. [IpocMoTp ceteBoro Tpaduka ¢ momomisko nporpammsl Wireshark.

IpaxkTayeckoe 3anaTue 2. M3yuenue Ethernet-rexHomoruit:

ITpocmotp MAC-anpecoB ceTeBBIX YCTPOUCTB;

Nzydenne kanpos Ethernet ¢ momoripo mporpammer Wireshark;

[Tpocmotp ARP ¢ momormisio mporpammer Wireshark, narepdeiicoB komanHOM cTpoku
Windows;

HcmnonrszoBanne nunTepdeiica koMmaHIHOM cTpoku ¢ Tabmuriamu MA C-agpecoB KOMMyTaTopa.

IIpakTayeckoe 3anatue 3. [logkmodueHHe KOMIBIOTEPOB K CETH C IOMOIIBIO Kabemeld u
6ecIpOBOJTHBIX a/IalTepPOR:

OmpejieneHne CeTeBBIX YCTPOMCTB U KAaHATOB CBS3H;

OO03KHUM ceTeBOro Kabes;

ITpocMOTp TaHHBIX 0 GECITPOBOIHBIX M TIPOBOIHBIX CETEBHIX ajanTepax.

IpakTHyeckoe 3auaTUe 4. M3ytueHre TpaHCIOPTHOTO YPOBHS:
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Habaronenune 3a mpoieccoM TpEXCTOpOHHETO «pykomnoxatusi» TCP ¢ moMonpio mporpaMMsl
Wireshark;

N3yuenue 3axBaueHHBIX JaHHBIX DNS UDP ¢ moMolibio nporpaMmMel

Wireshark;

Nzydenne 3axBauernbix maketoB FTP u TFTP ¢ momornipio mporpammer Wireshark.

IpakTnyeckoe 3ansitue 5. CermenTanus [P-cereii:

W3yueHre KaapKyIsTOPOB MO/ICETEH;

Pacuér noncereit IPv4;

PazneneHue cereil ¢ pasnuvHBIMU TOIOJOTHSMHU Ha TIO/ICETH;

Pa3paboTka u BHepeHUE CXEMBI ajpecallut, pa3iea¢HHoM Ha noaceT [Pv4-cetn;
PaspabGoTka u BHeipeHUe cxeMbl afgpecarmn VLSM.

IpaxkTHyeckoe 3ausaTue 6. [loctpoeHue ceTu:

[TpocMOTp TabaMIl MapIIPYTH3AIMHN Y37IOB;

H3ydenne Gpr3ndecKnx XapaKTepUCTHK MaplIpyTH3aTopa;
Co3znmaHue ceTH, COCTOSIICH 13 KOMMyTaTopa i MaplIpyTH3aTopa;
Hactpoiika 0OCHOBHBIX ITapaMeTpOB KOMMYTaTopa;

Hactpolika OCHOBHBIX TapaMeTPOB MapIIpyTH3aTopa.

B Tom yHcIIe caMmocToATEILHASA Pad0oTa 00yIAKIINXCSH

1. Cuctematutieckas mpopaboTKa KOHCIIEKTOB 3aHATHI, YIeOHO! U CIIeUATbHON TEXHIIECKOU
JUTEpaTyphl.

2. KoHcnieKTHpOBaHKE TEKCTa, paboTa co cI0BapsAMHU M CIIPaBOUHHKaMH, O3HAKOMIICHHE C
HOPMAaTUBHBIMH JIOKYMEHTaMH, yieOHO-Hccle0BaTebCKas paboTa IPH caMOM IIIHPOKOM
vcronb3oBaHuU MHTepHeTa U Apyrux IT-rexHomoruid.

3. [IpoekTHBIC pOpMBI pabOTHI, TOATOTOBKA COOOIICHHH K BBHICTYIUICHUIO Ha CEMHUHapaXx |
KOH(epeHIINAX; MOATOTOBKA pedeparoB, J0KIa/I0B.

4. IloaroroBka K 1a0OpaTOPHBIM M MPAKTHUECKUM PaboTaM ¢ HCIIOJIb30BAHUEM METOIHYESCKHIX
PEKOMEHIALMI NperoIaBaTels,

oopMIiIeHHUE TabOPaTOPHO-IPAKTUIECKUX PabOT, OTUETOB U MOATOTOBKA K MX 3aIlIUTE.

KoHcyabTanuu

Ix3amen mo MJIK01.01

Y

Paznen 2. Opranusanusi, NpUHOHANGI NOCTPOeHNs U GYHKIHOHHPOBAHUS KOMIbITEPHLIX ceTel

294

MJIK 01.02 Opranusanusi, NpUHIMNLI IOCTPOEHUS H (PYHKIHMOHHPOBAHHUA KOMNBIOTEPHBIX ceTeil

OK.01-OK.09
[K.1.1 -
MK.1.7
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Tema 2.1. MapmpyTuzanus
1 KOMMYTALHS.
MacmraGupoBanue cerei

Conep:xanue

1. Brenenue B MacmradupoBaHue ceTeit
Peammzarms mpoekta cetu. IIpoekT mepapxudeckoit cetu. Pacmmperne cetu. Beibop ceTeBBIX
yctpoiictB. KomMyTaimoHHoe o6opynioBanue. MapipyTruszaTopsl. Y IpaBiIsOIINe yCTPoiicTBa.

10

2. N36b1TOYHOCTE LAN

[lonsaTus nportokona spanning-tree. [IpegHasHadeHHMe mnpoTokosa spanning-tree. [lpuHImI
paboter STP. Tumer mpotokonoB STP. Hacrpoiika mpotokoma STP. Hactpoitka PVSTH.
Hactpoiika Rapid PVST+. [Ipo6iemsr HacTpoiiku STP.

10

3. ArperupoBaHue KAHAJIOB

OCHOBHBIC TIOHATHS arperipoOBaHMs KaHAIOB. ArperrpoBaHHe KaHaIoB. [IpuHIMI paGoThI
EtherChannel. Hactpoiika arperuposanus kaHamoB. Hactpoiika EtherChannel. IIposepka, monck
U ycTpaHeHHe Heronaiok B paboTe EtherChannel

20

4, BecnpoBoHbIE T0KAJBLHBIE CETH

Konnenmmuu GecripoBogHO# cBsizn. BeeneHne B OecnpoBonHYIO cBS3b. KOMITOHEHTHI ceTeit
WLAN. Tononoruu cereit WLAN 802.11. Ilpuauiuns! paboTel 6ecrpOBOIHOM JIOKaTbHON CETH.
Crpykrypa kaapa 802.11. OyHkunoHUpoBaHHE OCCIIPOBOIHON CBSI3H. YIIpaBlICHHE KaHAJaMH.
BbezormacHocTs GecpoBOHBIX JIOKATBHEIX ceTeil. Yrpo3sl mis ceteir WLAN. OGecriederre
6esomacHoctt ' WLAN. Hactpoiika OecrpoBOAHBIX — JIOKalmbHBIX — ceTeil.  Hactpoiika
GecmpoBoHOTO MapiipyTuzaropa. Hactpoiika GecipoBoiHBIX KiIneHTOB. Ilouck u ycTpaHeHHe
Hernoa oK B pabote cereit WLAN.

10

5. Hacrpoiika u ycrpaneHne HenmoJiagok B padore OSPF xns oxHoii o6iactu
Pacmmpennsie mapametpsr potokoia OSPF mist onHoit o6macTi. MapripyTruzanus Ha YpOBHSAX
pacmpeneneHuss U sapa. OSPF B ceTsiXx ¢ MHOXECTBEGHHBIM JIOCTYNOM. PacmpocTpaHeHHe
MapIIpyTa 1o yMmordanwto. TouHast HacTpoiika naTepdeiicoB OSPF. 3ammura OSPF. Ycerpanenue
HernmonaJ oK peanm3aiun mnpotokoda OSPF mis oxHoit o6mactr. CocTaBIISIOININE MTPOIETYPHI
To¥icKa W ycTpaHeHus Hemojdanok B pabote OSPF mns onHoit obmactu. Ilowck m ycTpaHeHue
Heronaaok B Mapiipytmanur OSPFv2 ans onroit o6mactu. [lovck n ycTpaHeHHe HEemonaaoK B
OSPFv3 1s ogHOM obacti

10

6. OSPF s HecKoJIbKHX 001acTeid

[purnun pabotet OSPF mns Heckompkmx obmacteit. Haszmauenme OSPF mis Heckombkux
obmacteit. Ilpurmum pabotel maketoB LSA B OSPF nns Heckompkux obmacteir. Tabnwia
MapmpyTuzaiun 1 Tarnel MapmpyTtoB OSPF. Hacrpoitka OSPF nns Heckonmskux oOmacteil.
Hactpoiika OSPF s Heckonbkux obmacteit. O6benuaenre MapiipytoB OSPF. Ilposepka OSPF
JUTA HECKOIBKHX 00JacTei.

10

B Tom unciie npaKkTHYECKUX U 1a00PATOPHBIX 3aHATHI

60

OK.01- OK.09
[K.1.1
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MK.1.7

IpakTuyeckoe 3anaTue 1. PazepTriBaHIe KOMMYTHPYEMOI CETH C Pe3CPBHBIME KaHATaMHU.

IlpakTnyeckoe 3ansatue 2. Hactpoiika PVST, PortFast u BPDU Guard

IpakTuyeckoe 3ansaTue 3. OnpeiencHNe TUIIOBBIX olIMO0K KoHpuryparwu STP

IpakTuyeckoe 3anatue 4. Hacrpoiika EtherChannel

IIpakTHyeckoe 3aHATHE S. ArperipoBaHye KaHaJIOB

IlpakTuyeckoe 3anaTue 6. Hactpoiika 6GecripoBogHOro MapuipyTHsaropa U KIHeHTa

IIpakTuyeckoe 3aasaTue 7. Hactpoitka OSPFv2 nns onHO# obmacTin

IpakTuyeckoe 3anaTue 8. Hactpoiika OSPFv2 B ceTit MHOXECTBEHHOTO I0CTyIIa

IpakTnyeckoe 3ansatue 9. Hactpoiika OSPFVv2 114 Heckonpkux obmacteit

IpakTnyeckoe 3ansitue 10. Hactpoiika OSPFv3 115 Heckonbkux obnacteit

B Tom yHcIIe caMmocToATEILHASA PAa00Ta 00yIAKIINXCSH

Tema 2.2. Coenunenue
ceTel

Conep:xanue

1. Hoakna4enne K r100anbHON ceTH

O630p TexHOIOTHIA TTo0aNbHOM ceTu. Llenb coznanus riaobansHbix ceteil. [IpuHIMT paboTh
riobanpHOI ceTr. BeiOop TexHOMOTHY r1obatbHOU ceT. CepBUCH IT00aTBFHOM CeTH.
WNudpacTpykTyphl HacTHBIX I100aTbHBIX ceTeil. UH(ppacTpykTypa o0IIe10cTyITHOM r1o0atbHOU
cetu. Beibop cepBHCOB I106anbHOI ceTH.

10

OK.01- OK.09
IK.1.1 -
[K.1.7

2. CoeqnHeHHE KTOYKA-TOYKA»

O630p noce10BaTeILHOTO COCIUHEHUS «TOUKa-To4Ka». CBS3b M0 MOCIEI0BaTeIFHOMY KaHaTY.
Nukancymsus HDLC. Hpuanwm pabote! mpotokoia PPP. [Ipenmymectsa mpotokona PPP. LCP
1 NCP. Ceancel PPP. Hactpoiika npotokona PPP. Hactpoiika npotokona PPP.
Aytermudukanus PPP. Otianka coenurennit WAN. Otnaaka PPP.

10

3. Pemiennsi IIAPOKOMOJIOCHOIO JOCTYIIA

VY nanéunas paborta. [Ipenmyiecta ynanéHHol paboThl. busHec-TpeGoBaHuA A5 yAaIEHHBIX
paboTHIKOB. CpaBHEHHE pellleHHi mupoKomnoaocHoro goctyma. Kadems. DSL. beciporogHbie
[IMPOKOIIOJIOCHBIE ceTh. BrIbop perieHuit mupokonoaocHoro gocryna. Hactpoiika
nonkmoueHwit XDSL. O630p PPPoE. Hacrpoiika PPPoE.

10

4. 3amuTa MeXXPUIHATHHOI CBI3U

Ceru VPN. Ocnogrl ceteit VPN. Tumsi ceteit VPN. Tyrrenun GRE mexny o6bpektamu. OCHOBBI
GRE. Hactpoiika tyrHeneit GRE. O6mue cBenenus o6 [Psec. 3amuta mpotokona IP. Ctpykrypa
npotokona [Psec. Y nanéunsiit qocrym. Pemienns VPN nns ynanéuaHoro nocryma. Cetu VPN
yAanéHHOro JI0CTyIa ¢ Hcrnoib3oBanueM [Psec.

10

B Tom unciie npaKkTHYECKUX U 1a00PATOPHBIX 3aHATHI

60

OK.01- OK.09
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[K.1.1 -
MK.1.7

IlpakTuyeckoe 3anatue 1. Hactpoiika 6azoBoro PPP ¢ ayrenTndukanueit

IpakTuyeckoe 3anaTue 2. Hacrpoiika MapiipytusaTtopa B kadectse kiareHTa PPPoE s
noakaroueHus DSL

IlpakTuyeckoe 3ansTue 3. Hactpoiika Tynnens VPN GRE no cxeme «rouka-Todka»

IlpakTuyeckoe 3anstue 4. Hactpoiika Syslog u NTP

IpakTuyeckoe 3ansTue 5. PazpaboTka 10KyMeHTALMH

B Tom yHcIIe caMmocToATEILHASA PAa00Ta 00YIAKIINXCSH

1. Cuctematutieckas mpopaboTKa KOHCIIEKTOB 3aHATHI, YIeOHO! U CIIeUATBHON TEXHIIECKOU
JUTEpaTyphl.

2. KoHcnieKTHpOBaHKE TEKCTa, paboTa co cI0BapsAMHU M CIIPaBOUHHKaMH, O3HAKOMIICHHE C
HOPMAaTUBHBIMH JIOKYMEHTaMH, yieOHO-Hccle0BaTeIbCKas paboTa IpH caMOM IIIHPOKOM
vcronb3oBaHuU MHTepHeTa U Apyrux IT-rexHomoruid.

3. [IpoexTHBIC popMBI pabOTHI, IOATOTOBKA COOOIICHHUH K BEICTYIICHHIO Ha CEMUHapax U
KOH(epeHIINAX; MOATOTOBKA pedeparoB, JOKIa/I0B.

4. IloaroroBka K JIAGOpaTOPHBIM U MPAKTUUECKUM paboTaM C UCIIOIBF30BaHHEM METOINYICCKHUX
PEeKOMEHIALMI NperoIaBaTels,

oopMIiIeHHUE Tab0PaTOPHO-MIPAKTUIECCKUX PabOT, OTUETOB U MOATOTOBKA K MX 3aIlIUTE.

12

Kypcogoii npoekt (paGora)
. IIpoexTHpoBaHNe TOKaTFHOH KOMITBIOTEPHOI ceTH s odrca/opraHu3aIim.

. Pa3zpaboTka apXMTEKTyphl U CTPYKTYphl O€30MacHOM CeTH.

. UccnenoBanne 1 cpaBHUTENBHBIN aHATH3 TUIOB CETEBBIX TOTOIOTHH.

. OnTuMu3aIms ceTeBoi HHQPPACTPYKTYphI A MOBBILIEHUS IPOU3BOUTETBHOCTH.
. IlpuMeHeHNe TEXHOIOTUH BUPTYaJIN3alliH [UTSl CETEBBIX PELLICHUH.

. Co3nanue ceTH 11 Majioro 6M3Heca: BEIOOp 000py/ioBaHMS U HACTPOHKA.

. AHan3 1 yIydIlleHne CKOPOCTH U KauecTBa CeTH nmocpeacTBoM QoS.

X~ N DN BN =

. IIpoextupoBanue u Hactpoiika Wi-Fi ceteil.

9. PacdeT 1 poeKTUPOBAaHHE MarUCTPaIbHOM CETH CBSI3U IS MPEANPUSITHS.

10. Pa3paboTka cxeMbl pe3epBHOI'O KOMUPOBAHUS 1 BOCCTAHOBIICHHUS CETEBBIX JaHHBIX.
11. CeteBas GezonacHOCTh: HACHTU(UKALINS U IPEAOTBpAIllEHHE YTPO3.

12. UccnenoBanye U UCMIOJIb30BAaHWE HOBEHIIINX TEXHOJIOTHI B KOMITBFOTEPHBIX CETAX.

30 yacos

OK.01- OK.09
[K.1.1 -
[K.1.7
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KoncyabTanuu

16

Ix3amen mo MJIK01.02

Y4eOHasi npaKkTHKA

Buapr patot:

1. ygacTue B IpOeKTHPOBAHHUH CeTeBON HH(PACTPYKTYPBI;

2. ydacTre B OpraHM3alliH CETEBOT0 aIMUHUCTPHUPOBAHNS;

3. aKcIuTyaTanus 00BEKTOB CETEBOM HH(PACTPYKTYPHI;

4. yqacTre B yIpaBJICHUH CETEBBIMHU CEPBHCAMI;

5. ydacTue B MOJICpPHU3AIINH CETEBOI MHPPACTPYKTYPHI;

6. BEIOOp TaHHBIX [UIS aHAIHM3a MCIOIB30BaHuUs M (PYHKIIMOHUPOBAHHS IIPOrPaMMHO-
TEXHIYECKUX CPENICTB KOMIBIOTEPHBIX CETEH;

7. obecrieveHme ceTeBOl 6e30MacHOCTH.

216

OK.01- OK.09
MK.1.1
MK.1.7

IIpon3BoacTBeHHAs: NPAKTHKA

Buapr patot:

1. ygactue B pa3paboTKe METO/IOB, CPECTB M TEXHOJIOTHI MPHUMEHEHUS 0O BEKTOB
po¢eCCHOHANBHON 1EATCIBHOCTH;

2. mpoBeieHNe MPOQIITaKTHHECKUX paboT Ha 00BeKTaX ceTeBOi HHPPACTPYKTYpHI U pabounx

CTaHIIMAX;

3. y4acTue B HHBEHTapHU3allll TEXHUUECKUX CPEIICTB CETEBON HH(PPACTPYKTYPHI, OCYLIECTBICHUE

KOHTPOJISI, IOCTYIUBILICTO U3
PEMOHTa 000pY/I0BaHHS;

4. obecrieyeHNE CETEBOM 0€30MACHOCTH (3aIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA K
WH(pOPMAaLIUH, IPOCMOTpPa KN H3MCHEHHUS CHCTEMHBIX (haiioB U JaHHBIX ), 6€30I1aCHOCTh

MEKCECTEBOI'O B3aHMOI{eI>iCTBHH;

5. OCyILIECTBICHUE aHTUBUPYCHOM 3aIllUTHI JTOKATbHOM CETH, CEPBEPOB U PabOHHX CTaHIIHH;

6. JOKYMCHTHUPOBAHUEC BCCX MPOU3BLC/ICHHBIX lIefICTBHfI.

180

OK.01- OK.09
MK.1.1
M[K.1.7

HpomemyTo'maﬂ aTTeCTalud 3K3aMEH 10 MOAYJIH0

OK.01-OK.09
IK.1.1 -
MK.1.7

Bcero 4

902
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4. KOHTPOJIb 1 ONEHKA PE3YJ/IbTATOB OCBOEHMUS
IMPOOECCHOHAJBHOI'O MOIYJISL

Kopa IIK, OK
Kputepuu onenku pesyabrara ®opMbl KOHTPOJISA U METObI
(moka3aTe I 0OCBOCHHOCTH KOMIIEeTeHLNIH) OLEHKH
I[IK 1.1. Omnpenenenue npodeccHoHAIBHON 3a1a41 U Dk3aMeH/3a4eT B popMe
JTAIOB €€ BBHIIOTHEHH cobeceJoBaHuUs: MPAaKTHIECKOe
3aJJaHKe TI0 TIOCTPOCHHIO
IIK 1.2. .
D¢ PpexTHBHBIN TOUCK HHPOPMAITUHT TS aJITOpPUTMa B COOTBETCTBHH C
HK 1.3, peleHns npogeccHOHaTBHOM 3a1aul TEXHUYECKUM 3aTJaHHEM
IIK 1.4.
IIK 1.5. OmnpeneneHue pecypcoB A pelIeHUs DKcnepTHOE HaOoICHNE U
IIK 1.6 npogeccHOHATBHOHN 3a1aul OLIEHKa Ha J1abopaToOpHO -
IK 1.7. MPAaKTHYECKHNX 3aHATHAX, TPH
O1eHKa OTIIMIHOY - TEXHHUECKOE 3aaHue BBITTOJIHEHUH padoT 1O
IPOaHATN3NPOBAHO, AITOPUTM pa3paboTaH, y4eOHOI ¥ MPOU3BOCTBEHHOM
COOTBETCTBYET TEXHUYECKOMY 3aJJaHHIO U IpaKTHKaM
o(opMIIEH B COOTBETCTBHH CO CTAHAAPTAMH,
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPHI. 3aluTa OTYETOB IO
MPaKTHYECKHM U
O1eHKa «XOPOLIO» -aJITOPUTM pa3paboTaH, TabopaTOpHBIM paboTaM
o(opMIIEH B COOTBETCTBHH €O CTAHAAPTaAMH U
COOTBETCTBYET 3a/IaHUIO, MTOSICHEHBI €T0 WuTepnperanys pe3ynbTaToB
OCHOBHBIE CTPYKTYPHI. HabroneHuH 3a
NEATeTbHOCTBIO
O1eHKa «yAOBIETBOPUTEIBHOY - AITOPHTM oby4aromierocs B mpoliecce
pa3paboTaH M COOTBETCTBYET 3aJaHHUIO. OCBOCHHS 00pa30BaTENbHON
IPOTPaMMBI
OK 01. [TonGop BapHaHTOB peLICHNS] KOHKPETHOM O1eHKa ITOJIHOTHI IEPEYHS
po¢ecCHOHATBLHOM 3a1aul T IIPOOIIEMBI OoI0OPaHHBIX BAPHAHTOB
OK 02. JleMoHcTpalLisl HaBBIKOB HCIIOIB30BAHUS O11eHKa ITOTHOTHI IIEPEYHS
MH(OPMALMOHHBIX TIOPTAJIOB B CETH OoI0OPaHHBIX BAPHAHTOB
WuTepHer, BKIOYas opuLIHaIbHBIE
MH(bOPMALMOHHO-TTPABOBHIE TOPTAIIBI
OK 03. JleMoHcTpaLus HHTEpeca K BEIOpaHHOH VY4acTe B MEpOIIPUATHAX
CTELUANTBHOCTH, K HHHOBALIUOHHBIM (onmMMIHaabl, KOHKYPCHI
TEXHOJIOTHAM B 00J1acTH NMPO(pECCHOHATBHON | MTPoheCcCHOHABHOTO
NeATeTbHOCTH MacTepcTBa, CTAXXUPOBKH U
ap.), TIPOBOAMMBIX KaK
00pa3oBaTeIbHBIM
3aBeJICHHEM, TaK U BEIyILIUMHI
IPEANPUATHAMU OTPACITH
OK 04. JleMOHCTpHpPOBaTh HABBIKM MEKINYHOCTHOTO | DKCIEPTHOE HaOMIOIeHNE
00IIIeHHS ¢ cOONMIOIeHNEM OOILETTPUHATBIX MOBE/ICHUYECKUX HaBBIKOB B
IIPaBHJI CO CBEPCTHUKAMH B 00pa3oBaTeNbHON | XoAe oOyueHHs
IpymIe, ¢ IpernojaBaTesiMi BO BpeMs
00y4eHHs, ¢ pyKOBOIUTEIAMH
IPOM3BOICTBEHHOHN NPaKTHKH
OK 05. JleMoHCcTpalLis HABBIKOB IPaMOTHOM YCTHOH M | DKcIIepTHOE HaOMoIeHHE
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IMMCBEMEHHOM peun

HaBBIKOB YCTHOTO U
IITMCEMCHHOT'O O6H_[CHI/I$I B XO0AC

00yUeHHd
OK 06. dopMHpOBaHNE YyBCTBAa TATPUOTH3MA, VYyacTre B MEpPOITPHATHAX
I'paX1aHCTBEHHOCTH, YBa)KEHHUS K TTaMATH NaTpHOTHYECKOH
3alIUTHUKOB OTeuecTBa M mogBUraM ['epoes HaIpaBJIEHHOCTH, B
OteuecTBa, 3aKOHY H ITPABOIIOPSAKY, IIPOBEIEHNH BOCHHO-
4eJI0BEKY TPyAa U cTaplieMy MTOKOJIEHHIO; CTIIOPTUBHBIX UT'P; y4acTHE B
B3aHMHOTO YBaKEHHS, OEPEKHOTO porpamMmmax
OTHOILIECHHA K KyJBTYpHOMY HacleAHIO U AHTUKOPPYTLIHOHHOH
TpaauLMIM MHOTOHALMOHAIBHOTO Hapoa HaIpaBJIeHHOCTH
Poccuiickoit ®enepanny;
HETEPIIMMOCTH K KOPPYIILIMOHHBIM
IPOSIBICHUAM
OK 07. dopMmupoBaHue OEPEKHOTO OTHOIIECHUS K DKcnepTHOE HabIoIeHHE
IIPUPOJIE U OKpY’KaIOIIEeH cpese JEMOHCTPALINN HAaBBIKOB
COOITIOICHUS TTPABHIT
HKOJIOTHUECKOH 0e30MacHOCTH
B BEJCHUH NPoQpecCHOHATBHON
NeATeNbHOCTH; (POPMHUPOBaHHE
HaBBIKOB 3()(PEeKTUBHBIX
NEHCTBUH B Upe3BBIYANHBIX
CHUTYaIUX
OK 08. dopmupoBaHuEe OEPEKHOTO OTHOIIECHUS K VY4acTue B CIOPTUBHBIX
3JI0POBBIO MEPOTIPUATHSX, TIPOBOIUMBIX
00pa3oBaTEbHBIM
YUpEKACHUEM; BEICHHE
3JI0POBOTO 00pa3a JKU3HU
OK 09. JleMoHCTpalyst yMEHUS COCTABISATh TEKCTHI DKcrepTHasl OLEHKa

HOKYMEHTOB, OTHOCAIIINXCA K
HpO(l)CCCI/IOHaJIBHOI‘;I ACATCIIBHOCTH, Ha
ToCydJapCTBEHHOM M HHOCTPAHHOM SA3bIKaX

CO6J'IIO,Z[CHI/I$I IIpaBUII
COCTaBJICHUA NOKYMCHTOB
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