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1. OBIIIASI XAPAKTEPUCTHUKA PABOYEI ITPOT'PAMMBI

HNPODOECCHOHAJIBHOI'O MOAYJIA

«IIM.03 JkcnnyaTanusa 00bEeKTOB ceTeBOil HHPPACTPYKTYPbI»

1.1. Ieab u MecTO NpoecCHOHATBLHOTO MOAYJSA B CTPYKTYpe
o0pa3zoBaTeJbHO NpOrpamMmMel

ens Momynd: OCBOEHHME BHMIA NEATEIBHOCTH «IKCILTyaTalllsl OOBEKTOB CETEBOM
HHPPACTPYKTYPhD».

IIpodeccnonanbHBIil MOAYJTb BKJIIOUEH B 00A3aTENbHYIO 4acTb

IIpOTrpaMMEI 1I0 BEIOODY.

1.2. IInanupyemble pe3yabTaThl 0CBOECHHS NPOPeCcCHOHAILHOI0 MOAYJS

Pe3ynbTaTel OCBOCHHS NHPO(PECCHOHATBHOIO MOIYJS COOTHOCATCS C IUTAHUPYEMBIMHU
pesyapTaTaMil  OCBOECHHS 0Opa30BaTENIbHOW IpOrpaMMEl,

KOMIIETEHIMH BhIMyckHuKa (11. 4.3.3 OOII).

B pesynbraTe ocBoeHHS MpodhecCHOHATBHOTO MOAYIIS 00y4aroIHNCs TOJHKEH

NMpCACTaBJICHHBIMH B MATpPHUIIC

1.

Kon OK, Ymeth 3HaTL Baagers HABBIKAMH

IIK

OK.01 pacro3HaBaTh 3a7a4y aKTyaJIbHBIH
1/Un npobieMy B npo¢decCHOHATBHBIN 1
po¢eCCHOHATEHOM W/HIIM | COLMATbHBIN KOHTEKCT, B
COL[MAJIEHOM KOHTEKCTE, KOTOPOM TIPUXOAUTCS
aHAJTN3UPOBaTh U paboTaTh M KHTb;
BBIIENATE €€ COCTaBHBIE CTPYKTYypa IUTaHa I
JacTH; peleHnd 3aad,
OTIpEeNeNATh ITaIbl aJITOPUTMBI BBITIOJTHEHUS
pelLeHus 3a1a4H, pabot B
COCTABJIATH IIAaH npogeccnoHaTbHOH 1
IEHCTBHS, PEATH30BBIBATh | CMEXHBIX 00IACTAX;
COCTaBJICHHBIH ILIaH, OCHOBHBIE HCTOUHHKHI
OIpenesITh He0OXOMMMbIe | HH(MOPMALMU H PECYPCHI
pecypel; IUTS pellieHns 3a1a4 U/ UIH
BBIABIIATE M 2P dekTHBHO | IIpobiieM B
HCKaTh HH(OPMALIHIO, npo¢ecCHOHATBEHOM W/ WITH
HEOOXOAUMYIO JUIS COLMATBHOM KOHTEKCTE;
pelIeHN 3a1a41 W/ UITN MeTOAbI paboTHl B
MPOOIEMBI; npogeccHOHaTLHON 1
BIIA/I€Th aKTyaJ bHBIMH CMEXHBIX cepax;
METOIaMH PabOTHI B HOPSIOK OLIEHKH
npogeccHoHaTBHON 1 PE3YIBTATOB PEILICHUS
CMEXHBIX cepax; 3afa4 mpoQecCHOHATBLHON
OLIEHUBATh PE3yJIbTaT U NeATeTbHOCTH;
MOCTECTBHS CBOMX
NeUCTBUI
(caMOCTOATETBHO HIIH C
TOMOILBIO HACTABHUKA);

OK.02 OIIPEACIATE 3aaun s HOMEHKJIAaTypa

! Bepymcs ceedenus, ykazannoie no OGHHOMY 8udy oesmenvHocmil 6 . 4.2,

o0pazoBaTeTbHON
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TIOMCKa WH(pOPMAIHH,
TUTAaHHPOBATH MPOIIECC
TIOUCKA, BEIOHPATh
HEOOXO0IMMbIEe HCTOUHUKH
MHpOpMAIIHH;

BBIJICNATH Hanbomee
3HAYUMOE B IIEpeyHe
HHpOpPMAIIH,
CTPYKTYpHpOBaTh
MOTy4aeMyo
nHpopMaLnIo, 0HOPMIIATE
PE3yNIbTaTHI MOUCKA;
OLIEHUBATH MIPAKTHIECKYTO
3HAUUMOCTbH PE3YJILTATOB
TIOMCKA;

IIPUMEHSATE CPeNICTBA
HH(pOPMAITOHHBIX
TEXHOJOTHH AJIS peIeHNs
npodeccnoHaTbHBIX
3aj1ad;

HCTIONB30BaTh
COBpEMEHHOE
IporpaMMHOE
obecrieyeHNe B
npodeccnoHaTbHON
IEATENBHOCTH;
HCTIONIb30BATh PA3THYHBIE
I POBEIE CpeicTBA IS
pelIeHs
npodeccnoHaTbHBIX
3a1ad;

MH(POPMAITMOHHBIX
HCTOYHHKOB,
NpUMEHSIEMBIX B
npodeccroHaTbHOM
IeATeTbHOCTH;
TIPUEMBI
CTPYKTYPHPOBaHHS
HHGOpPMaLIUH;
¢dbopMaT opopMIIeHHS
PE3YyIBTATOB MOMCKA
MHOpPMAaLIUH;
COBpPEMEHHBIE CPEJCTBA U
yCTpoicTBa
MH(pOpPMaTH3ALH,
HOPSIIOK UX IPUMEHEHUS
U TIPOTpaMMHOE
obecrieyeHue B
npodeccroHaTbHOM
NeATeNbHOCTH, B TOM
qucie HuppoBke
CpelCTBa;

OK.03

OIpeNeNATh aKTyalIbHOCTb
HOPMAaTHBHO-ITPaBOBOM
JOKYMEHTALUH B
podeccHoHATLHON
NeATeTbHOCTH;
IPUMEHATh COBPEMEHHYIO
Hay4HYIO
poQecCHOHATBHY IO
TEPMHUHOJIOTHIO;
OTIpeNeNaTh U
BBICTPAaUBAaTh TPAEKTOPHHI
poQecCHOHATBHOTO
pasBUTHA U
caMo00pa3oBaHUS;
BBISIBJIATE JOCTOMHCTBA U
HEIOCTaTKH
KOMMEpYECKOH HAEH;
OIIpEAETATh
HMHBECTHLIIHOHHYIO
IIPUBJIEKATETLHOCTD
KOMMEPYECKHX UieH B

cofiepKaHue aKTyalTbHOM
HOPMaTHBHO-TIPaBOBOM
TOKYMEHTALIIH;
COBpEMEHHAs HayuHas 1
npogeccHoHaTbHas
TEPMHUHOJIOTHS;
BO3MOJKHBIE TPACKTOPHH
npo¢decCHOHATBEHOTO
Pa3BUTHS U
caMooOpa30BaHuS;
OCHOBBI
MpeIITpHHIMATETbCKON
AeATeTbHOCTH, TIPAaBOBOH
1 pUHAHCOBOM
IPaMOTHOCTH;

IpaBmIa pa3pabOTKH
TPE3ECHTALIIH;

OCHOBHBIE HTaITbI
pa3pabOTKU U peaTn3aIiiu
MPOEKTA;




paMKax
npodeccHoHaTLHON
NeSATETbHOCTH, BBISBIAT
HCTOUYHNKHI
(bMHaHCHPOBaHUS;
MPE3eHTOBATh HAECH
OTKPBITHS COOCTBEHHOTO
nena B
podeccHoHaTbHON
NeATeTbHOCTH;
OIpeNeNATh HCTOUHUKH
JIOCTOBEPHOM MPaBOBOI
HHOpMAIIHH;
COCTABJIATh PAa3TUYHbIE
IIPaBOBBIE JOKYMEHTHI;
HaXOJHUTh MHTEPECHBIE
IIPOEKTHBIE HJIEH,
I'paMOTHO UX
dbopMynHpOBaTh U
JIOKYMEHTHPOBATh;
OLICHUBATh
KHM3HECTIOCOOHOCTh
MTPOECKTHOHN UEH,
COCTABJIATH IUTaH MPOEKTa;

OK.04 OpPraHM30BBIBATH PAOOTY IICUXOJIOTHYECKHE OCHOBBI
KOJUTEKTHBA 1 KOMaH/IbI; IEATENEHOCTH
B3aUMOJICHCTBOBATD C KOJUIEKTHBA;

KOJUTETaMH, TICHXOJIOTHYECKHE
PYKOBOJICTBOM, 0COOEHHOCTH JINIHOCTH;
KJIHEHTaMH B X0

npodeccnoHaTbHON

AEATENBHOCTH;

OK.05 IPaMOTHO HM3JIaraTh CBOH npaBuiIa opOpMIICHUSL
MBICITH 1 0)OPMIISATH TOKYMEHTOB;
JTOKYMEHTBHI 1O MpaBHJIa TOCTPOSHUS
npodeccnoHaTbHON YCTHBIX COOOIIECHHUH;
TeMaTHKe Ha 0COOEHHOCTH
TOCYAapCTBEHHOM S3bIKE; | COLMAIBLHOTO U
MPOSIBIISATH TONEPAHTHOCTD | KYJBTYPHOTO KOHTEKCTA;
B paboueM KOJIIEKTHBE;

OK.06 MIPOSIBIISATH TPk TAHCKO- CYILIHOCTB I'PaX1aHCKO-

NaTPHOTHYECKYIO
MO3HLNIO;
JIEMOHCTPUPOBATH
OCO3HAHHOE IIOBEACHNE;
OIUCBIBAaTh 3HAYUMOCTh
CBOEH CIENAIBHOCTH;
MPUMEHATh CTAaHAAPTEHI
aHTUKOPPYTILIHOHHOTO
TIOBEACHNS;

MaTPHOTHIECKON
TIO3HLINH;
TPaAMLIHOHHBIX
O0ILEYEITOBEUECKHX
LEHHOCTEH, B TOM YHCIIE C
y4eTOM TapMOHM3alHH;
MEKHAIIMOHAIBHBIX 1
MEKPETUTHO3HBIX
OTHOILICHUH;
3HAYNMOCTh
npodeccroHaTbHOM




NeATeIbHOCTH IO
CTIEIINATIBHOCTH;
CTaH/apThI
AHTUKOPPYTIIHOHHOTO
MOBEJCHHSA U TTOCIEACTBUAL
€ro HapyIleHus;

OK.07 co0oaaTh HOPMBI IIpaBHJIa SKOJIOTHYECKOH
HKOJIOTHIECKOH 0e30IacHOCTH IIpU
0€30MacHOCTH; BEJICHUH
OTIpeNeNATh HAllPaBICHHUS | MpodecCHOHATEHON
pecypcocOepexeHns B NeATeTbHOCTH;
paMKax OCHOBHBIE PECYPCHI,
podeccHoHaTLHON 3a7efiCTBOBAHHEIC B
OeSATETBHOCTH IO npodeccroHaTbHOM
CTIENaTBHOCTH; NeATeTbHOCTH;
OPraHU30BBIBAThH IMyTH oOecTedeHns
IpoQecCHOHATBHY IO pecypcocOepexeHus;
IeSATETBHOCTD C HPUHIUIIBI OEPEKITHBOTO
cOOJTIO/IEeHNEM TPHHLIUIIOB | TPOM3BO/ICTBA;
OepexITUBOTO OCHOBHBIE HaIlPaBICHUSA
IIPOM3BOACTBA; U3MEHEHNS
OpraHU30BBIBATH KIMMaTHYECKHUX YCIOBUI
IpoQecCHOHATBHY IO PETHOHa;

AESATETBHOCTD C YUETOM IpaBUJIa TIOBEICHUS B
3HaHUH 00 N3MEHEHUH Ype3BBIYAHBIX
KJIMMAaTHYECKHX YCIIOBHH | CUTyalMsAX;

PETHOHA;

3¢ (HEeKTUBHO TEHCTBOBATD

B Ype3BBIUAIHBIX

CUTYaLUsX;

OK.08 HCIIONB30BATh POIb pU3NIECKOH
(U3KYITBTYpHO- KyJIBTYpHI B
03/I0OPOBUTENBHYIO OOLLEKYIBTYPHOM,
OEeATETBHOCTD IS Ipo¢eCCHOHATEHOM H
YKPETICHHS 3J0POBBS, COLIMAIIBHOM Pa3BUTHHU
TOOCTHKEHNS )KU3HEHHBIX | YelIOBEKa;
U TIpo(ecCHOHANBHBIX OCHOBBHI 3/J0POBOT0 00paza
Heneit; JKM3HU,
IPUMEHATH YCIIOBUSA
palnMoHaIbHBIE TIPHUEMBI npodeccroHaTbHOM
IBUTATENBHBIX ()YHKUHUH B | IEATETBHOCTH H 30HBI
podeccHoHATLHON pHcka (PU3HYIECKOTO
NeATeTbHOCTH; 3I0POBbS IS
MIOJIb30BAaThCA CPEICTBAMH | CIIEIIMATBHOCTH;
IpopUIaKTHKN cpeacTBa NpOpHIAKTHKN
NepeHanpsKEeHNU, NepeHaNpPsHKEHNS;
XapaKTepHBIMHU JUTS
TAHHOH CIIEIMAIBHOCTH;

OK.09 MTOHMMATh OOIIMH CMBICIT | TIpaBHJIa MOCTPOCHUS

YCTKO IMPOU3HECCHHBIX
BHICKa3BIBAHUH Ha
HN3BCCTHHIC TCMBI

MIPOCTBIX M CIIOKHBIX
MIpEeIOKEHUH Ha
npo¢ecCHOHATEHBIE TEMBI;




(mpodeccroHanbHBIE U
OBITOBBIC), TOHUMATD
TEKCTHl Ha 0a30BbIE
npogeccHoOHaTbHBIE TEMBI;
y4acTBOBATh B THAJIOTax
Ha 3HaKOMBIe o0II1e 1
npodeccHOHATbHBIE TEMBI;
CTPOMTB IPOCTHIE
BBICKa3bIBaHUSA O cebe U 0
cBOeH npodeccoHaTbHON
NeATeTbHOCTH;

KpaTko 00OCHOBBIBATh U
OOBACHATH CBOM IEHCTBHSA
(Texyuue u
IUTaHHPYEMBIE);

IUcaTh MIPOCTHIE CBSA3HBIE
COOOIIEHUS HA 3HAKOMBIE
WM UHTEpECYIOIINe
npo¢ecCHOHAIBHBIE TEMBI;

OCHOBHBIE
00IIeyTIOTpEeOUTENbHEIE
rinarofsl (ObITOBas 1
npodeccroHambHas
JIEKCHKA);

JTEKCUYECKIH MUHUMYM,
OTHOCSIIIHHICS K
OITHCAHHUIO IIPEIMETOB,
CPEeACTB M MPOLIECCOB
npodeccroHaTbHOM
NeATeTbHOCTH;
OCOOEHHOCTH
IIPOM3HOILEHHS;
IpaBUJIa YTEHHUS TEKCTOB
npodeccroHaTbHOM
HAaIpaBIeHHOCTH;

IIK.3.1

MPOEKTHPOBATh
JIOKaTBbHYIO CETh;
BHIOMpATh ceTeBbIE
TOIOJIOTHH;
paccUMTHIBAaTh OCHOBHEIE
napaMeTphl JTOKaTEHOH
CeTH;

MIPUMEHSTH AITOPUTMBI
TIOMCKa KpaTyaIiero
MyTH;

TUTaHHPOBATh CTPYKTYPY
CETH ¢ TIOMOIIIBIO Tpaga ¢
ONITHMAJIBHBIM
pacmoyoKeHHEM y3II0B;
HCTIOb30BaTh
MaTeMaTH4ecKHii anmapar
Teopuu rpagos;
HacTpauBaTh CTEK
npotokosnoB TCP/IP u
HCTIONB30BaTh
BCTPOEHHBIE YTHIUTHI
OTEPAIIMOHHON CHCTEMBI
TUTSL THATHOCTHKH
paboTocIocOOHOCTH CeTH

OO0ILIHe TIPUHIIMIIEI
MIOCTPOEHUS CETEH;
CeTEeBbIE TOIOJIOTHH;
MHOT'OCIOHHYIO MOZIENH
OSI;

TpeOOBaHNUS K
KOMIIBIOTEPHBIM CETSM;
apXHUTEKTYpy MPOTOKOJIOB;
CTaHIAPTH3ALMIO CeTeH;
JTaIbl MPOEKTHPOBAHUS
ceTeBoi
HHPPaCTPyKTYpHI;
JJIEMEHTHI TEOPHUHU
MaccoBOTO
00CITy>)KUBaHUS,;
OCHOBHBIE TOHATHUSA
Teopuu rpados;
aJITOPUTMBI ITOUCKA
KpaT4aiiiero myTH;
OCHOBHBIE TIPOOIIEMBI
CHHTe3a rpadoB aTak;
CHCTEMBI
TOTIOJIOTHYECKOT0 aHAITH3a
3aIUIIEHHOCTH
KOMITBIOTEPHOH ceTH;
OCHOBBI IPOEKTHPOBAHUS
JIOKaJBHBIX CEeTEH,
OecIpOBOTHBIE JIOKAIEHBIE
CeTH;

CTaHIapTHI Kabeneil,
OCHOBHBIE BH[IBI
KOMMYHHKAITHOHHBIX
YCTPOHCTB, TEPMHHEI,

MIPOEKTHPOBATh
ApPXUTEKTYpY JOKaTBLHOM
CETH B COOTBETCTBHH C
TMOCTaBJICHHOM 3a7aueH;
HCIIOJIB30BAaTh
CITeLIMaJIbHOE
MpOrpaMMHOE
obeclieyeHne I
MOJIETUPOBaHUS,
MPOEKTUPOBAHUS 1
TECTHPOBAHUS
KOMITBIOTEPHBIX CETEH;
HACTPauBaTh MPOTOKOIBI
TUHAMHUYECKOH
MapUIpyTH3aLHH;
OTIpeIETATh BIUSHUS
MPHIOKEHUN Ha TPOEKT
CETH;

aHaTM3UPOBATh,
MPOEKTHPOBATH
HACTPauBaTh CXEMBI
MOTOKOB Tpaduka B
KOMITBIOTEPHOM CETH
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MOHATHS, CTAHAAPTHI 1
THITOBBIE DJIEMEHTEI
CTPYKTYPHPOBAaHHOMN
KaOeJIbHOH CHCTEMBI:
MOHTaK, TECTUPOBaHUE;
CpelCTBa TECTHPOBAHUS U
aHaJIn3a;

0a30BBIE MPOTOKOJIBI U
TeXHOJIOTHH JIOKAITBLHBIX
ceTeit

[IK.3.2 BBIOHpATh CETEBBIE OOI111e MPUHIIUITBI YCTaHaBIUBATh U
TOTIOJIOTHUH; MOCTPOCHHUS CeTell; HACTPanuBaTh CETEBbIE
paccUnTHIBaTh OCHOBHBIE | CETEBBIE TOMOJIOTHH; MPOTOKOJIBI M CETEBOE
napaMeTphl JOKaTbHOMN CTaH[apTHU3AIMIO CEeTell; o0opynoBaHUE B
CeTH; STanbl MPOESKTHPOBAHHS COOTBETCTBHH C
MPUMEHSTDH aJlTOPUTMBI ceTeBoil KOHKpETHOH 3a/1aueil;
MOMCKa KpaTyalIero HHPPACTPYKTYPHI; BBIOMpATh TEXHOJIOTHH,
MyTH; DJIEMEHTHI TEOPUHI WHCTpYMEHTAIbHBIE
IJTAaHUPOBATh CTPYKTYPY MaccoBOTO cpeacTBa MpH
CEeTH C TOMOIIIbIo rpadac | OOCTy>KUBAHMS; OpraHM3alllK Mpolecca
ONITUMAITbHBIM OCHOBHBIE TIOHSATHUS HCCIeT0BaHNS O0BEKTOB
PaCIOJIOKEHUEM Y3IIOB; Teopuu rpadoB; ceTeBoil
HCTIONB30BaTh OCHOBHBIE MTPOOTEMBI UHPACTPYKTYPHI;
MaTeMaTH4eCKHH anmapaTr | CHHTe3a rpagoB aTak; CO3/1aBaTh U HACTPAUBATh
Teopuu rpados; CHCTEMBI OJTHOPAHTOBYIO CETh,
HCTIONB30BaTh TOTIOJIOTUYECKOTO aHallu3a | KOMIIBIOTEPHYIO CETh C
MHOTO(YHKIIMOHAIBHEIE 3alINILEHHOCTH MTOMOIIIBIO
MpHOOPHI U POTpaMMHBIE | KOMITBIOTEPHOM CETH; MapUIpyTH3aTopa,
CpelCcTBa MOHUTOPHHTA; apXUTEKTYpy ckaHepa OecTpPOBOHYIO CETh;
HCIIONB30BATh 0€30IMacHOCTH; BBITIOTHSTH TIOUCK U
MpOrpaMMHO-aNIapaTHble | MPUHIUIBI TOCTPOSHHS yCTpaHeHue pobdiIeM B
CpEICTBA TEXHUYECKOTO BBICOKOCKOPOCTHBIX KOMIBIOTEPHBIX CETAX;
KOHTPOJIS JIOKAJIBHBIX ceTel OTCJIC)KUBATH TAKETHI B

CETH U HacTpanuBaTh
MporpaMMHO-aIapaTHbIE
MEXCETEBBIE DKPAHBI;
HacTpauBaTh
KOMMYTAIIHIO B
KOPIOPaTHBHOM CETH

IIK.3.3 HCIIONB30BATh TpeOOBaHNUS K o0ecreunBaTh
MpOrpaMMHO-ANIapaTHble | KOMIIBIOTEPHBIM CETIM; L[ETOCTHOCTh
CpeICTBa TEXHUYECKOTO TpeOOBaHNUS K CETEBOU pe3epBUPOBAHUS
KOHTPOJIS 0€30IMacHOCTH; MHOpMaIIHH;

DJIEMEHTHI TEOPUH obecrieunBaTh Oe30MacHoOe
MaccoBOTO XpaHeHHUEe U Mepenady
00CITy KHBaHHS; nH(pOpMaLIUN B

OCHOBHBIE TIOHSTHS
Teopuu rpadoB;
OCHOBHBIE ITPOOTEMBI
CHHTe3a I'padoB aTakx;
CHCTEMBI
TOIMOJIOTHYECKOT0 aHATH3a

I100ABHBIX M JJOKATBHBIX
CEeTAX;

CO3/1aBaTh U HACTPAUBaTh
OJTHOPAHTOBYIO CETh,
KOMITBIOTEPHYIO CETh C
TTOMOIIIBIO
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3aIMIIEHHOCTH
KOMITBIOTEPHOH CeTH;
apXHUTEKTYpy CKaHepa
0e30IMacHOCTH

MapIIpyTH3aTOpa,
OECIIPOBOTHYIO CETh;
BBITIOJTHATE TOHCK
yCcTpaHEHHUe NpooiIeM B
KOMIIBIOTEPHBIX CETAX;
OTCJIEKHBATh TAaKETHl B
CETH M HaCTpauBaTh
IIpPOTrpaMMHO-aNIapaTHBIE
MEKCETEBBIE YKPaHBbI;

($UIBTPOBATH,
KOHTPOJUPOBATh U
obecreunBaTh
0€30I1acHOCTb CETEBOTO
Tpaduxka;
OTIpENeNIATh BIUSHUE
MPUIIOKEHUH Ha TIPOEKT
CeTH
IIK.3.4 YUTATh TEXHUYECKYIO H TpeOOBaHUSA K MOHHUTOPHHT
IPOEKTHYIO KOMIIBIOTEPHBIM CETSM; IPOM3BOAUTENBHOCTH
JOKYMEHTALIIO 110 apXUTEKTypy MPOTOKOJIOB; | cepBepa U
OpraHM3allMi CETMEHTOB CTaHIAPTH3ALMIO CeTeH; IIPOTOKOTHPOBAHMS
CeTH; JTaIbl TPOEKTHPOBAHUS CHCTEMHBIX M CETEBBIX
KOHTPOJHPOBATh ceTeBoi COOBITHII;
COOTBETCTBHE HHPPaCTPyKTYpHI; HCTIONIb30BATh
pa3pabaTeIBa€MOTr0o OpraHU3aIIo paboT IO creLaTbHOe
IIPOEKTa HOPMATHBHO- BBOJIY B DKCIUTyaTalLlHIO IIPOTpaMMHOE
TEXHHUYECKOH 0OBEKTOB M CETMEHTOB obecrieyeHue A
JIOKyMEHTAIIH; KOMITBIOTEPHBIX CETEH; MOJETHPOBAHUS,
HCTIONIb30BATh CTaHIAPTHI KabemeH, IPOEKTHPOBAHUSA U
MPOrpaMMHO-AINapaTHble | OCHOBHEIE BH/IBI TECTHPOBAHUSA
CpeAcTBa TEXHHUYECKOTO KOMMYHHKAITHOHHBIX KOMITBIOTEPHBIX CETEH;
KOHTPOJIS; YCTPONCTB, TEPMUHEI, co3JaBaTh M HACTPaUBaTh
HCTIONIb30BATh TOHATHSA, CTAaHAAPTHI U OJTHOPAHTOBYIO CETh,
TEXHHUYECKYIO TUTEPATYpy | THUIIOBBIE DJI€MEHTHI KOMITBIOTEPHYIO CETh C
1 MH(pOPMALHOHHO- CTPYKTYPHPOBaHHOM TIOMOIIIBIO
CTIPaBOYHBIE CHCTEMBI JUT | KaOEINbHON CHCTEMBI MapIIpyTH3aTOpa,
3aMEHHI (ITOMCKa (MOHTaX, TECTHPOBaHHE); | OECIPOBOIHYIO CETh;
aHaJIOTOB) YCTAapEBILErO CpeAcTBa TECTUPOBAHUA M | CO3/1aBaTh OJCETH U
obopynoBaHUsA aHaIN3a; HacTpanBaTh OOMEH
IpOrpaMMHO-aNIapaTHeIe | JaHHBIMH;
CpeAcTBa TEXHHUYECKOTO BBITIOJTHATH TTONCK
KOHTpOJIA ycTpaHeHHe polieM B
KOMIIBIOTEPHBIX CETAX;
aHATH3UPOBATH CXEMBI
MOTOKOB Tpaduka B
KOMITBIOTEPHOH CETH;
OLIEHUBATh Kau4eCTBO U
COOTBETCTBHE
TpeOOBaHUAM IIPOEKTA
CeTH
IIK'3.5. | unTaTh TEXHUUYECKYIO U MPUHLUIIBI  CTAHAAPTEI o(popMIIATE TEXHUHECKYIO
IIPOEKTHYIO opopMIIEHHA TOKYMEHTALUIO;
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JOKYMEHTALUIO TI0
OpraHM3alli CETMEHTOB
CeTH;

KOHTpPOJIUPOBATh
COOTBETCTBHE
pazpabaTeIBaeMOro
IIPOEKTa HOPMATHBHO-
TEXHHYECKON
TOKyMEHTAIIH;
UCTIONTb30BATh
TEXHUYECKYIO TUTEpaTypy
1 MH(OPMALHOHHO-
CIIPaBOYHBIE CUCTEMBI JUTS
3aMeHBI (TIoucKa
aHaJIOTOB) YCTAapEBILErO
00OpyOBaHUS

TEXHUYECKON
TOKyMEHTALIH
IPHUHIUIBI CO3JaHUs U
o(opMIIEHNS TOMTOIIOTUI
CeTH;

MH(pOPMAIIMOHHO-
CIIPaBOYHBIE CUCTEMBI TS
3aMEHBI (ITOMCKA)
TEXHUUECKOTO
00opyI0BaHUS

OTIPENEeNATh BIUSHHIE
MPUIOKEHUH Ha TIPOEKT
CeTH;

aHATM3UPOBATh CXEMBI
OTOKOB Tpaduka B
KOMITBIOTEPHOH ceTH;
OLIEHMBATh KaueCTBO U
COOTBETCTBHE
TpeOOBaHUAM IIPOEKTA
CeTH

2. CTPYKTYPA H COAEP) KAHUE TPOPECCHOHAJIBHOI'O MOAYJISL

2.1. TpynoeMKoOCTb OCBOCHUSA MOAYJA

HauMeHoBaHUe cOCTABHBIX YacTeil MOy O0neM B Hacax B T.4. B dpopme mpakr.
MOArOTOBKH

Y4eOHEIe 3aHITHA 369 120
KypcoBas padora (mpoekr) - -
CamocTodrenbHas padoTa 18 -

IIpakTHka, B T.4.: 360 360

yueOHas 216 216
MTPOU3BOICTBEHHAS 144 144
[IpoMexyTouHas aTTecTalys 6 -

Bceero 735 480







2.3. Conepxanne npopeccuonaabHoro moayas IIM.03 DkcnnnyaTanus 00beKTOB ceTeBoil HHPPaACTPYKTYpbl

14

Conep:xanue y4e0HOro MaTepuaia, NPAKTAYECKUX 1 JIA00PATOPHBIX .. Oceausaemsie
HaumeHoBaHHe pa3aeoB H TeM . Oo0vém 6 wacax IEMEHnbL
3AHATHS, KYPCOBOU npoexm (paboma) Komnemenyuii
Pazpea 1. DxkcnayaTanus ceTeBoil HHPpPacTpyKTYphI
224 OK.01 -
M/IK.03.01. DkcniryaTanus ceTeBOil HHPPacTPyKTYphI OK.09TIK3.1 -
[1K3.4

Tema 1.1 IxkcnnyaTanus Conepxxanue
00BbEeKTOB ceTeBO 1. ®du3nvecKue aCHeKThI IKCIIyaTALHH. 6 OK.01 -
HH(PPACTPYKTYPBI duznyeckoe BMEIIATENBCTBO B HHPPACTPYKTYPY c€TH. AKTUBHOE U OK.09TIK3.1 -

MIaCCHBHOE ceTeBoe 000pyIoBaHKE: KabeTbHbIe KaHaIbI, Kabelb, maTy- [1K3.4

MaHEeH, PO3ETKH.

2. PaciumpsieMocTh ceTH. 4

MacmtabnpyemMocTs ceTu. [loGaBiieHNe OTAENBHBIX YIEMEHTOB CETH

(monp30BaTeNelt, KOMITBIOTEPOB, MPUITOKEHHI, CITYXKO).

3. HapamuBaHue JJMHBI CeTMEHTOB CeTH 4

3aMeHa CyLIeCTBYIOIIEH annapaTyphl. Y BEIMUEHHE KOJTHUECTBA y3JI0B

CETH; YBEITHUEHHE MPOTSHKEHHOCTH CBSA3eH MEKIY OOBEKTaMHU CETH

4. ®uznyeckasi KapTa Beeil ceTH 6

Jlornueckast TOMOJIOTHS KOMITbIOTEpHOH ceTH. TexHuueckas U MpoeKTHast

JNoKyMeHTauus. [lacnopT TeXHUYECKUX YCTPOUCTB.

5. Knaccndukanus perjjaMeHTOB TeXHUYeCKHX OCMOTPOB, 4

TeXHHYeCKHe OCMOTPbI 00bEKTOB ceTeBOi HHPPACTPYKTYPHI.
[IpoBepka 0OBEKTOB ceTeBOH HHPPACTPYKTYPHI M MPOPHUITaKTHIECKIE
paboTHI.
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6. IlpoBeneHne peryasipHoro pe3epBUpOBaHUs.

O0cyxuBaHHE (PU3NUECCKUX KOMITOHEHTOB; KOHTPOJIb COCTOSTHUS
aNmapaTHOro 00ECTICUCHUS; OPTaHH3aIHs yIAICHHOTO OMTOBEIICHHS O
HETIONIa/IKaX.

7. IlporpamMmHoe obecrieveHHe MOHUTOPHHIAa KOMIILIOTEPHBIX ceTeil U
ceTeBbIX yCTPOiicTB.

AHamu3 QyHKIMOHATBHBIX OCOOEHHOCTEH MPOrpaMMHOI0 oOecedeHus
MOHHTOPHHTA, ONPEeIEHHE METO/IOB U AITOPUTMOB, HCIIONIb3YEMBIX B
npolecce MOHUTOPHHTa, H3yUeHHe OCHOBHBIX MPUHLIUIIOB BBIOOpa
MPOrpaMMHOT0 00ecTieueHHSI MOHUTOPUHTA JJIs1 KOHKPETHOH ceTH MITH
YCTpPOHCTBa Ha OCHOBE yUeTa UX MapaMeTpoB U 0coOeHHOCTeH padoThI,
aHaJN3 BO3MOXHOCTEH COBPEMEHHOTO IPOrPaMMHOT0 00ecTieueHHs
MOHHTOPHHTA U onpeeneHne 3pPpeKTHBHBIX MOAXO00B K HCIIOJIb30BAaHHIO
3THX BO3MOXHOCTEH B MPAKTHUECKUX 3a/lauaX MOHUTOPHHTA
KOMITBIOTEPHBIX CETEH M CETEBBIX YCTPONCTB.

8. IIporokoa SNMP, ero xapakrepucTuku, ¢opmMaT co001IeHHI],
HA0Op yCJIyr.

AHalli3 OCHOBHBIX XapakTepUCcTHK mpoTokona SNMP, ero cTpykTypsl 1
apXMUTEKTYPHIl, popMaTa cOOOIEHNH U crielNpHKAIIMA CHHTaKCcHCca

9. O0opynoBaHue 1181 THATHOCTHKH H cePTHPUKAIHNN Ka0eJbHBIX
cHCTEM.

CeTeBble MOHUTOPEI, IPHOOPHI TS CEPTHHUKAIMN KaOeTbHBIX CHCTEM,
KaOebHBIC CKAHEPHI U TECTEPHI.

B ToM 4Hcle npakTHYeCKUX 3aHATHI U J1a00paTOPHBIX padoT

20

OK.01 -
OK.09TIK3.1 -
[1K3.4

HpaKT HdecKoe 3aHATHE 1. OKOHI_[OBKa kabeid BUTAs napa

[TpakTHueckoe 3aHaTHe 2. 3aenka KaOens BUTas Mapa B pO3ETKY

ITpakTHueckoe 3anaTue 3. KpoccupoBaHye 1 MOHTaX MaT4-TIAHETH B
KOMMYTAIIMOHHBIH IIKad, Ha CTEHY
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[TpakTHueckoe 3aHATHE 4. DKCIUTyaTallMs TEXHUUECKHX CPEICTB CETEBON
HHPPACTPYKTYPHI (IPUHTEPHI, KOMITBIOTEPHI, CEPBEPHI)

IIpakTHyeckoe 3aHATHE 5. BBINOTHEHNE NEWCTBHI IO yCTPAaHEHHIO
HEeHCIIpaBHOCTEH. BhINoHeHle MOHUTOPHHTA U aHalTH3a PabOTHI
JIOKAJIbHOM CETH C TOMOIIBIO POTPAMMHBIX CPE/ICTB.

[TpakTHueckoe 3anaTHe 6. OopMiIeHNEe TEXHUYECKOH TOKYMEHTAlINH,
npaBuia opopMICHHS JOKYMEHTOB

IIpakTiueckoe 3ausaTHe 7. IIporoxon ynpasnenns SNMP. OcHoBHEIE
xapakTepucTuku npotokona SNMP. Ha6op yenyr (PDU) npoTtokona
SNMP. ®opmart coobmiennit SNMP.

HpaKT HMYCCKOC 3aHATHC 8.33[[&‘11’[ YIpaBJICHUA: aHAIIN3
ITPOU3BOAUTEIIBHOCTH CETH, aHAJIM3 HANCKHOCTHU CETU

[IpakTideckoe 3aHATHE 9. YIpaBiieHHe 0€30MacCHOCTHIO B CETH. YUeT
TpaduKa B ceTH

IIpakTiueckoe 3ansaTie 10. CpencrBa MOHUTOPHHTA KOMITBIOTEPHBIX
cereil. CpeicTBa aHaIHM3a CETH ¢ MTOMOILBIO KOMaH/] CETEBOM
OTNEPALIMOHHON CHCTEMBI

Tema 1.2 DxkcnnyaTanus
cucreM IP-tenedonnnu

Copep:xanne

56

1. Hacrpoiika H.323.

Ommcanne H.323 u obmime pekomeHnami. OyHKIIMOHATBHBIE
komrnoHeHThl H.323.YcranoBka u mogaeps;kka coequHenust H.323.
Coenunenus 6e3 u ¢ ucnonszoBanueM GateKeeper. CoennHeHus ¢
HCToNb30BaHNEM HeckolbkuxX GateKeeper. MHoromons3oBaTenbckue
KoH(pepeHmn. OdecnetueHne 0TKa30yCTONIHBOCTH.

OK.01 -
OK.09TIK3.1 -
[1IK3.4

2. Hactpoiika SIP.

Omnmucanne u obmue pekomeHaanuu. Texunonorus SIP u cBs3aHHbIE ¢ Hell
cTanapThl. OyHKIHOHaNEHBIE KOMITOHEHTHI SIP. Coobmienus SIP.
Anpecamus SIP. Mogens yctaHoBieHHs coeqnHeHus. [ ltannpoBanue
OTKa30yCTOMYMBOCTH.

3. YcTaHOBKA H HHCTANIALMA NPOrPAMMHOI0 KOMMYTaTOpa.
MoHTaxkHbIe poneAyphl. [Ipolieypbl HHCTAIUTALMHU. YTIpaBlIeHHE
anmnapaTHBIMH cpeficTBaMU B mopTamu. [[poTokonsl ynpasnennss MGCP,
H.248. Co3nanue aHanoroBelX a0OHEHTOB. BHyTpHCTaHIIMOHHAS
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MapIIpyTH3aLus.

4. YnpasJieHHe IPOrpaMMHBIM KOMMYTATOPOM.

Mapuipytuzauus. [ pymnmel coennHUTeNbHBIX TUHUN. [lonkmouenne
cranuuii ¢ TDM (abonentckuit noctyn TDM). Curnanuzanus SIP, SIP-T,
H.323 u SIGTRAN. IP -aboHeHTHI. [ pynmsl aboHeHTOB. [[oMOTHUTENbHEBIE
aOOHEHTCKHE YCIYTH.

5. Opranm3anus 3xcnayartauuu cucteM IP-renedonnn.
Texuuueckoe oOCTyXKUBaHNUE, TUTAHOBBIHN TEKYIIIUH PEMOHT, TLTaHOBBIH
KaITUTaJIbHBI PEMOHT, BHEIUTAHOBBIH PEMOHT

6. BocctaHoBJIeHHEe padoThHI CeTH MOCJIe aBAPUH.

CXeMBI TOCIIeaBapHIHOTO BOCCTAHOBJICHUS pab0OTOCTIOCOOHOCTH CETH,
TeXHHYecKas U POEKTHAsT JOKYMEHTAIHS, CITOCOOBI Pe3epBHOTO
KONMPOBAHUS JaHHBIX, TPHHITUITEI paOOBl XpaHIIIHUII JaHHBIX;

B ToM 4Hcle npakTHYeCKNX 3aHATHII 1 J1a00paTOPHBIX padoT

14

[IpaxTnueckoe 3anstue 1. HacTpolika anmapaTHBIX W TporpaMMHEIX [P-
TenepOoHOB, PaKcoB

[IpakTuueckoe 3anaThe 2. Pa3BepTeiBaHuE ceTH ¢ Mcnob3oBaHueM VLAN
st IP-teneponnu. Hactpoiika nutro3a

[TpakTudeckoe 3anaTue 3. Y cTaHOBKa, MOAKIIOUEHNE U TEPBOHAYAIEHEIE
HacTPOHKH TOJIOCOBOTO MapuipyTu3atopa. HacTpoiika Tabmuiibl
MOJIb30BaTENeH, HACTPOiKa IPYIII, HACTPOHKA TOJIOCOBBIX COOOILIEHHH B
TOJIOCOBOM MapLIpyTH3aTOPE.

[Ipaktuueckoe 3anatue 4. Hactpoiika nporpamvHo-anmapaTtHoil [P-ATC.
VYcTaHoBka 1 HacTpoiika mporpamMmHuoi IP-ATC (manpumep, Asterisk).

[IpakTHueckoe 3aHATHE 5. MOHUTOPHHT U aHAIN3 COCIUHEHUH TTO
Pa3THMYHBIM MPOTOKOIaM. MOHUTOPHHT BBI30BOB B IPOrPaMMHOM
KOMMYTaTope

[TpakTHueckoe 3anaTue 6. Co3naHue pe3epBHBIX KOMMH 0a3 TaHHBIX

IIpakTideckoe 3aHATHE 7. /[MarHOCTHKA M yCTpaHEHHE HEUCIIPABHOCTEH B
cuctemax [P-tenedonun
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12. Wuterpamms ACYTII ¢ npyrumu cucteMaMu H 000pyJOBaHHEM B
MIPOM3BO/ICTBEHHOM ITpoliecce

13. OueHka 3(pPpeKTHBHOCTH M YKOHOMHUECKas OLIEHKA BHEIPEHHUS
ACVYTII

14. OcoOeHHOCTH yIpaBIeHUS TPOU3BOACTBEHHBIMH CHCTEMaMH B
YCIOBHSIX HEOTIPEIECHHOCTH U IIEPEMEHHBIX YCIOBUH paboThI

15. IIpiMeHeHne cucTeM HCKyccTBeHHOTO HHTeIekTa B ACYTII:

HCI‘;IpOHHLIe CCTH, TCHECTUYCCKUEC AJITOPUTMBI, SKCIICPTHBIC CUCTEMBIL

B ToM 4Hcle npakTHYeCKUX 3aHATHI 1 J1a00paTOPHBIX padoT

28

OK.01 -
OK.09TIK3.1 -
[1IK3.4

[TpakTHueckoe 3anaTHe 1. OmpeneneHne CBOMCTB OOBEKTOB YIpPaBICHHS
Ha TpaKTHKe

HpaKT HYecKoe 3aHATHE 2. Knaccmbmcauml TEXHOJIOTHYECKUX OOBLEKTOB
YIpaBJIC€HUA Ha IPpUMEPE IMTPOU3IBOACTBEHHOTO IPEAIIPUATHA

Hp aKTHYecKoe 3aHATHe 3. AHamu3 H CPaBHCHHUC CHCTEM YIIPABJICHUA
TEXHOJIOTHYECKUMH OOBEKTaMH Ha OpUMEPE  PA3INYHBIX OTpaCHCﬁ
ITPOMBIIIIJICHHOCTH

[IpakTudeckoe 3anatue 4. Uzyuenne npunuunoB padotet ACYTII u CAY
Ha MpHMepe pealbHBIX CHCTEM YIpaBICHUS

HpaKTI/ILICCKOC 3aHATHE 5. CO3,I[aHI/IC l'[pOCTOﬁ MOJACIHN TCXHOJIOTHYCCKOI'O
Imponecca

IIpaktnyeckoe  3aHATHe 6. O3HakOMJIEHHE C  COBPEMEHHBIMH
texHomorusiMu  ACVYTII Ha mnpuMmepe CYIIECTBYIOIIMX TPOEKTOB U
)5 (003 (31 (8): 1203007

IIpakTnueckoe 3aHsaTHe 7. IIporpammmpoBanme smemeHToB ACYTII Ha
S3BIKaX MPOrpaMMHMPOBAHUS HA TIPAKTHKE

ITpakTuueckoe 3aHaTHe 8. HacTpoiika M mpoBepka pabOTOCHOCOOHOCTH
snemeHTOB ACY TII Ha nprMepe KOHKPETHOU CUCTEMEBI YITPaBICHUS

IIpakTnueckoe 3aHaTue 9. Muterpauna ACYTII ¢ npyrumu cucteMaMu 1
00OpyI0BaHNEM B IPOM3BOCTBEHHOM Mpoliecce
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[Tpaktuueckoe 3aHsaTHe 10. OneHka 3¢ (EeKTHBHOCTH M IKOHOMHYECKast
ouenka BHenpeHuss ACYTII

[lpaktuyeckoe  3aHsate 11. Pa3paboTka  cucTeMbl  ympaBlIeHUS
MIPOM3BO/ICTBEHHBIMH TIPOLIECCAMH B YCIOBHSX HEONPEAEIEHHOCTH U
NIEpEMEHHBIX YCIOBUH paboOThI

[Ipaktnueckoe 3aHsTHe 12. [IpuMeHeHHe HEHPOHHBIX CETEH B CHUCTEMax
YIPaBJIECHUS TEXHOJIOTHIECKUMH TPOLIECCAMU

HpaKTI/I‘ICCKOC 3aHaTHE 13. HPHMCHCHHC OKCIIEPTHBIX CUCTEM B CUCTEMAX
YHpaBJI€HUA TEXHOJIOTHYCCKUMH IIpoLeCCaM

[Ipaktnyeckoe 3aHsthe 14. Co3maHue TpoekTa  aBTOMAaTH3ALMH
YIpaBJIEHUS TEXHOJIOTHYECKUM TTpolieccoM Ha ocHoBe ACYTII

Tema 2.2. IIpomblL/IeHHbIE
ceTeBble TeXHOJIOTHH U
npotokoiasl B ACY TII

Copaep:xanne

1. Poap B MecTo ceTeBBIX TEXHOJIOTHIl B HpOMLIlHJleHHOﬁ
ABTOMATHU3aAUHU

O630p CCTCBEIX TCXHOHOFHﬁ, HUX poJib B HpOMLIIJJJICHHOﬁ aBTOMaTH3alluu,
a TakXke HX TNpCUMYIICCTBA U  HEAOCTATKH. OCHOBHEIE  THITBI
ITPOMBIIIIICHHBIX CC’I‘CI‘;I, HUX XapaKTCPUCTHKU H OCO6CHHOCTPI, a TaKXKC
METOABlI WX  pCain3alluu. HpOTOKOJILI CBA3H, HCIOJIB3YEMBIE B
HpOMLH_HJ'ICHHOI‘;I aBTOMaTH3alluM, UX 0COOEHHOCTH 1 IIPUMCEHCHHEC.

OK.01 -
OK.09TIK3.1 -
[1K3.4

2. TpedoBanus K NPOMBILIJIEHHBIM ceTsAM. ba3oBble moaxoanl K
UX peaju3annu

OnucaHne  OCHOBHBIX  TpeOOBaHMM K  CeTIM  NPOMBIILIEHHON
aBTOMAaTH3allMH, B TOM YHCIIe TIO HAJIe)KHOCTH, MPOIYCKHOM CIIOCOOHOCTH
U YOpPaBISEMOCTH, a Takke O0a30BBIX IMOAXOJOB K MPOEKTHPOBAHUIO H
peamu3allii TPOMBIIIICHHBIX ceTell, BKJIodas BBIOOp THIA CETH,
TOTOJIOTHIO, CPECTBA TIepeadl JaHHBIX, CETEBbIE MMPOTOKOBI U CHCTEMBI
0e30IMaCHOCTH.

3. IIporoxkoa MODBUS

OmnMcaHWe  OCHOBHBIX  XapaKTePUCTHK M TPUHIMIOB  pabOTHI
MpOMBIIIIEHHOTO TpoTokona cBsizu MODBUS, Bkitouas ¢opmat kanpa,
aJipecalliio, Koabl (PYHKIMH, METObl TMepeiaul JaHHBIX M BO3MOXKHOCTH
pacumpeHus. Takke paccMaTpHUBalOTCS THIIOBBIE TPUMEHEHHS U
yCcTpoiicTBa, paboTaromiue o nporokory MODBUS.
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4. OOmue MPUHUMIBI OPraHU3ALMH PadOTHI Pa3THYHBIX
YCTPO#CTB IpH HCNOAb30BaHNu nMpoTokoaa MODBUS

[TpuHIMIIBI B3aUMOJEHCTBHSA YCTPOMCTB, pabOTAIOLIMX Ha TPOTOKOIE
MODBUS, Bximouass npaBuia oOMeHa NaHHBIMH, (opMaT apecallii,
THTBl 3alIPOCOB U OTBETOB, a TAaK)K€ THIBl JAaHHBIX, MOJAEPKHBAEMBbIE
TIPOTOKOJIOM.

5. Oprann3anus padorsl B npoTokoe MODBUS konTpoanepa
(slave) u onepaTopHoii nanean (master)
OCHOBHBIE TIPHHIMIEI paboTHl B pekuMax slave W master, a Takxke

npolenypbl OOMeHa JTaHHBIMH MEX/Ty HIMH ¢ UCTIOJIb30BaHHEM MTPOTOKOIA
MODBUS.

6. BroipaBHHBaHHWe agpecoB NMepeMEeHHBIX B M0JIe MAMSATH
IPOTOKOJIA

[Tpunimne! paboTel ¢ ajipecalieil mepeMeHHBIX B mpoTokore MODBUS.
OcHoBHBIE TpeOOBaHUS K aJpecallid M BHIPAaBHUBAHMIO JaHHBIX B TIOJE
NaMATH MPOTOKOJA, a TaKXKe CIOCOOBI PEeIIeHHs] BO3HUKAIOIUX TPOOIEM.
TunoBsle onmMOKN NpH paboTe ¢ agpecalliell M UX MPeIOTBPallCHHE.

7. PabGora xoHTpo/Iepa (master) B ceTH ¢ MOAYJISAMU
BBOa/BbIBOAA (slave)

OcHOBHBIE IPHHLIMITBI B3aUMOJCHCTBUS KOHTpOJJIEpa U YCTPOHMCTB BBOJA-
BBIBOJIa TIOCPEICTBOM CeTEBBIX MpoToKoNoB. [IpoTtokonst MODBUS RTU
1 MODBUS TCP, ux 0coOeHHOCTH U MpaBUIa UCIIOIb30BaHUS MTPH paboTe
KOHTpoJUIepa Kak B pekuMe master, Tak U B pexxume slave. Ilopsmox
HacTpOWKHM TapaMeTpOB COEAMHEHHS W OOMEHa [aHHBIMH MEXIYy
KOHTPOJUIEPOM W  YCTPOWMCTBaMHM  BBOJA-BBIBOJIA,  aHAIH3HPYIOTCS
BO3MOYHBIE TPOOJIEMBI IPH PabOTE B CETH M CIIOCOOBI MX YCTPaHEHMUS.

8. PabGora B cern mo nmporokony MODBUS RTU ¢ pasanynsiMu
ycTpoiicTBaMu

OcHoBHbIe acniekTsl poTokona MODBUS RTU, Bkimtouas ¢popMmaT kajpa,
ajipecaliio, GyHKIIMH, a TakKe H3ydeHHe paOdOThl pa3iIMYHBIX YCTPOMCTB
(KOHTpOJIIEpOB M MOAyJieH BBOJA-BBIBOJIA) B CETH, HCIONB3YyS STOT
npoTtokos. HacTpoiika M KOH(UTypalusi YCTpOMCTB, aHalIM3 TNMPOTOKONa
oOMEeHa M METO/bl TMAarHOCTUKU NMpoOJIeM, BOSHUKAIOILUX B paboTe CeTH
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MODBUS RTU.

9. Padora B cetu nmo nporoxkoaay MODBUS TCP

OcHoBel TpoTokona MODBUS TCP, Bkmiouast ¢opMaThl COOOIIECHUH,
CTPYKTYpPY  TpaH3akLHii, crocoObl  OOMEHa  JaHHBIMH  MEXAY
yCTpoiicTBaMH, a Takke HacTpoWky W KoH¢urypammo cetu MODBUS
TCP u ee yctpolicTB. COBpeMEHHBIE TEXHOJOTHH W HHCTPYMEHTHI IS
MoHuTOpHHra U ympasieHus cetbto MODBUS TCP, takne xak SCADA-
cuctemsl U [1O i ceTeBoro anaimsa.

10. TumnoBble NMpoMbILLIEHHbIE TPOBOAHBbIE U Ka0elbHbIE ceTeBble
MPOTOKOJIBI

Paznuunble ceTeBbie MPOTOKOIBI, HCIIONB3YEMbIE B MPOMBIIIIIEHHBIX CETAX
UL oOMeHa JaHHBIMH MEXIy YCTpOHCTBAaMH aBTOMAaTH3allUd U
yIpaBlIeHUs TEXHOJIOTHMUYECKUMHU TMpolieccaMul (mpoTokoisl, PROFIBUS,
CAN, Ethernet/IP, DeviceNet, Modbus, Foundation Fieldbus, AS-i u
npyrue). OcoOeHHOCTH M NMPUHLUIB paboOThl KaXXIOTO MPOTOKOINA, €ro
npeuMyllecTBa M HENOCTaTKH, a Takke cIMocoObl HAacTpOMKH |
KOH(UTYPHUPOBAHHUS CETEH C HCMONB30BAHUEM 3THX IPOTOKOJIOB.

11. BecnpoBoaHbIe JIOKAJIbHBIE CeTH [Jisi MPOMbBILLIEHHOTO
NpUMeHeHHs

TexHOoNMOrMH OECTPOBOAHOM CBSI3H, MCIIONB3YEMBIX B IPOMBIILICHHOCTH,
takux kak Wi-Fi, Bluetooth, Zigbee, LoRa, NB-IoT u ap. Ocobennoctu
HCIIOIB30BaHUS OECIPOBOMHBIX CeTeH B IPOMBIIUIEHHOM OKPYKCHHUH,
Takhe KaK TpeOOBaHUS K HAJCKHOCTH W O€30MacHOCTH, OCOOCHHOCTH
pa3BepTHIBAHUSA M KOH(PHUTYPHPOBAHHUSA, a TaKXKe METOJIBI MOHUTOPHHTA W
yIpaBJICHUS OCCIPOBOTHBIMH CETIMH.

12. Cpoenmaan3npoBaHHbIe ceTeBble HHTepgeiichl AJsi YMHOr0
aoMa

PazniuHble MPOTOKOJIBI M TEXHOJIOTUH, UCTIONb3yeMbIe B CHCTEMaX YMHOTO
noma (ZigBee, Z-Wave, Thread, Bluetooth, Wi-Fi wu npyrue).
OcoOeHHOCTH UX MPUMEHEHHUS B cHCTEMaX aBTOMAaTH3allMd YMHOTO JIOMa.
AcneKkTsl 0e30MacHOCTH M 3alllUThl JaHHBIX B CHCTEMax YMHOTO IOMa,
BO3MOXXHOCTH MHTETPALNH PA3IMIHBIX YCTPONCTB U CHCTEM B OIHY CETb.
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13.  IIpeoOpa3oBatenun nuHTepgeiicoB

[IpeoOpazoBareny UHTepdeEcoB I pa3IUYHBIX cTaHAapToB cBs3u (RS-
232, RS-485, Ethernet, USB). Bribop m HacTpoiika mpeoOpa3oBaTeneit
UHTep}EICOB B COOTBETCTBHH ¢ TPeOOBaHMAMH KOHKPETHOH 3a/1a4H.

14. CoBpeMeHHbBIe TeHJAeHIMH Pa3BHTHS CeTeBbIX TeXHOJOTHH B
ACY TII — web-cepBepbl 1 00J1a4HbIe peLIeHU

IToaxonbl K OpraHM3allMM CETEBBIX TEXHOJOTHH B aBTOMAaTH3MPOBAHHBIX
cucTeMaX YIpaBlIeHHs TEXHOJOTMYECKMMHU MpOIleccaMM, OCHOBAaHHBIX Ha
HCTIONB30BaHUN Wweb-cepBepoB M 0ONauyHBIX pemieHH. OcHOBHBIE
NPUHLUIBl  TIOCTPOECHUSI Web-cepBepoB M HMX B3aUMOJCHCTBHA C
ycrpoifctBamun  ACY  TII, BO3MOXHOCTH HCIOJNB30BAaHUS OOTauHBIX
pelieHni Ui yAQIEHHOTO  MOHMTOPHMHTa M YIpaBlIeHHA
TEXHOJIOTHYECKHMH TPOLIECCAMH.

15. KondurypupoBanue u HACTpoiiKa ceTeBbIX YCTPOICTB 15
aBTOMATH3AIUHN TEXHOJIOTMYECKHUX MPOLecCoB

[Ipomtecc HacTpoWkh M KOHQUTYPHUPOBAHHUS CETEBBIX YCTPOMCTB IUIs
aBTOMATH3allUM TEXHOJNOTHYECKHX TMPOLECCOB B MPOMBIILIEHHOCTH:
M3y4YeHHE Pa3IHUHBIX MPOTOKOJIOB CBSA3M, HACTPOHKA YCTPONCTB Ha paboTy
B CETH, a TaKXke OINpe/elieHHe HAacTpoekK Oe30MacHOCTH M MOHHUTOPHHTA
CETEeBOM aKTHBHOCTH.

16. OcoleHHOCTH NpHMeHeHHS] NPOMBILJIEHHBIX CeTeBbIX
NPOTOKOJIOB B YCJIOBHAX BBICOKHX HATPY30K U MJI0X0ii CBA3HU
[IpoGmemMbl, BO3HUKAMONINE TPH Tepenade JaHHBIX B TMPOMBIIUICHHBIX
CeTAX B YCIOBHAX BHICOKHX HAarpy30K M IUTOXOH CBS3H. V3ydeHHe METOIOB
pelIeHns STUX TpoONIeM C HCHONB30BAaHHEM  CIICIHATH3HPOBAHHBIX
NPOMBIIUICHHBIX ~ CETEBBIX  MPOTOKONOB.  MeToasl  ONTHMH3AIMA
TIPOITYCKHOH CIMOCOOHOCTH CeTell W yMEHBUICHHS 3aJepKeK Iepeaadn
JTaHHBIX.

17. CpaBHuTebHBIN aHAIU3 NpoMbIlLIeHHBIX Ethernet-
TexHoaoruii: EtherNet/IP, PROFINET, Modbus TCP

O030p ® aHamM3 oOcoOeHHOCTel TpeX TpoMblluleHHBIX Ethernet-
npotokonoB: EtherNet/IP, PROFINET u Modbus TCP. Paznmuuns Mexmny
STUMH TPOTOKOJNAMH, MX TPEHMYLIeCTBA W HEJOCTAaTKH, OOJIacTH
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MPUMEHEHHS B MPOMBILIIEHHBIX ceTsax 1 ACY TIL

18.  IlpumeHeHHMe NPOMBILLIEHHBIX MAPLIPYTH3AaTOPOB 1JIs1
o0ecreveHusl 0€30MACHOCTH H HATEKHOCTH PaboThI ceTeBOil
HHPPACTPYKTYPBI.

Ponb mpoMBIIIIEHHBIX MapIIPpYTH3aTOPOB B 0OECTIEYEHUN O€30MacHOCTH 1
Ha/IeXHOCTH paboThI ceTeBON MH(PacTPYKTyphl B MPOMBIIIIEHHOH cpefie.
OcHoBHBIE (YHKIIMM TPOMBIIUIEHHBIX MapLIpyTH3aTOpOB (BUpPTyabHas
gactHas ceTh (VPN), OpannmMaysp, NAT-TpaHcnsauus), nX KoHGUTYpaIus
M HacTpoiika. MeToabl 3allMTBl OT BHEIUHMX aTak M oOecTedeHust
Ha/IeKHOCTH PabOTHI CETEBOH HHPPACTPYKTYPHI.

B ToM 4Hcle npakTHYeCKUX 3aHATHII 1 J1a00paTOPHBIX padoT

42

OK.01 -
OK.09TIK3.1 -
[1K3.4

HpaKTI/ILICCKOC 3aHaTHe 1. PabGoTa ¢ OCHOBHEIMH CETEBBIMH TEXHOJIOTHAMHU
B HpOMLILHJICHHOI‘;I aBTOMaTHU3alluu

[IpakTideckoe 3aHaTHe 2. Pa3paboTka cxeMbl MPOMBINIJICHHON CETH H
BBIOOp CPENICTB €€ pealn3aliu

IIpaktnueckoe 3aHaTHe 3. IIpakTH4yeckoe NIpHUMEHEHHE IIPOTOKOJA
MODBUS st oOMeHa JTaHHBIMH MEKY YCTpOHCTBaMU

[Tpaktnueckoe  3ansatTHe 4. Co3gaHWe  KOHQUTypallMM CETH ¢
ucrnosib3oBaHueM nporokoga MODBUS

[TpakTHueckoe 3aHsATHE 5. OpraHu3zauust padoTel KoHTpoiutiepa (slave) u
olepaTopHO# nmaHenu (master) mo npotokory MODBUS

IIpakTHdeckoe 3aHATHE 6. BBIpaBHHMBaHHE aJpecoB IEPEMEHHBIX B IIOJIE
naMaTH npotokona MODBUS

ITpakTuueckoe 3aHaTue 7. HacTpoiika paboTel KOHTposulepa (master) c
MOJyJIIMH BBOJa/BhIBO/ (slave) mo mpotokory MODBUS RTU

ITpaktnueckoe 3aHaTtHe 8. IlpakTHueckas paboTa ¢ pa3THYHBIMH
ycTpoiicTBamu 1o npotokony MODBUS RTU

[TpakTHueckoe 3anatue 9. Pabora ¢ mporokonom MODBUS TCP
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Tema 3.1. Be3onacHocTh
KOMIBIOTEPHBIX ceTeid

Copep:xanne

1. dOyHpaMeHTaANbHBIE IPUHLUIBI 0€30MaCHOMH ceTH
CoBpeMeHHBIE YTrpo3bl ceTeBoM Oe3omacHocTH. Bupycel, uepBH H
TPOSIHCKHE KOHU. MeToIbI aTak.

2. Bbe3onacHocTh ceTeBbIX yeTpoiicTB OSI

be3zonacHelif gocTyn k ycTpoicTBaM. Ha3zHadueHHe aqMHMHHCTPaTHBHBIX
poneii. MOHHMTOPHHT ¥ yIpaBleHHE ycTpolicTBaMH. lcmonb3oBaHue
(YHKIMS aBTOMaTH3MPOBAHHOI HACTPOWKH O€30MacHOCTH.

3. ABTOpH3aUHs, AyTEeHTH(PHUKALHA H y4eT JocTyna (AAA)
CpoiictBa AAA. JlokansHas AAA aytentuduxamms. Server-based AAA
4. Peanuzanus texnosoruii Opanamayspa ACL.

Texnomorus 6panaMayaspa. KonTekcTHbiil koHTponb foctymna (CBAC).
[TomuTky GpaHAMay3pa, OCHOBaHHBIE Ha 30HaX.

5. Peanu3anus TexHoI0rnii NpeIoTBpallleHHs] BTOP/KEeHHSA
IPS Ttexnomormu. IPS curHarypel. Peammzammss IPS. Ilpoepka wu
MOHUTOpPHHT IPS

6. Be3onacHoCTD JJOKAJBHOH ceTH

O0ecneueHne 0e30IacHOCTH MOJIB30BAaTEIBECKHUX KOMITHIOTEPOB.
CooOpakennss 1mo  OezomacHocTH  BToporo  ypoBHsS  (Layer-2).
Kondurypammss  6e3omacHocTH  BTOporo  ypoBHS.  besomacHoOcTh
OecnipoBoHBIX ceTel, VolP u SAN

7. Kpunrtorpadpuyeckue cucreMbl
Kpunrorpaduueckue cepBucel. bazoBas 11eTOCTHOCTE M ayT€HTHYHOCTb.
KondunenmmansHocts. Kpunrorpadus oTKpBITHIX KiItouei

8. Peanusanus Texnogoruii VPN

VPN. GRE VPN. Kowmmonentsl u ¢ynkimonupopanue IPSec VPN.
Peamuzammsa Site-to-site IPSec VPN ¢ ucnons3osanneM CLI. Peanmmzanums
Site-to-site IPSec VPN c¢ wucnonszoBanmemM CCP. Peammzamusa Remote-
access VPN

9. Yrpasiaenue 0e30MacHOM ceTbI0
[IpuHIMTIEL Oe30TTaCHOCTH CeTeBOrO nu3aifHa. bezomacHas apXuTeKTypa.
VrpaBneHne TmporeccaMd ¥ O€30MacHOCTh. TeCTHpOBAaHWE CETH Ha
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ysI3BUMOCTH. HempepblBHOCTh OM3Heca, TUNIAHUPOBaHHE BOCCTAHOBIICHUS
aBapUMHBIX cHUTyalnii. JKW3HEHHBIM IMKI CeTH W IUIAHUPOBAHUE.
Pa3paboTka perinaMeHTOB KOMIIAHHH U TMTOJIMTHK O€30MTaCHOCTH.

10. Bbe3onacHocTEH 001aYHBIX BEIYHCIEHAI

OcobeHHOCTH 0e30MacHOCTH OONAYHBIX BBIYMCICHHH, PUCKH H YTPO3BI.
3amuTa oT aTak B 0OJIAYHOH cpelle, HCIOTb30BaHHE MEXaHH3MOB KOHTPOIIS
JOCTYTIa, MOHUTOPHHTA U ayIWTa, a TakKe METOJIOB KpHUIITOrpadhuIeckon
3QIUTHl JaHHBIX.

11. MekceTeBasi 0€301aCHOCTH
Metonsl  obecrieueHHss ~ O€30MacCHOCTH  B3aMMOJCHCTBHS  MEXIY
pa3MMYHBIMH CceTIMHU. Peanuzalus TEXHOJOTHH MapHIpyTH3allMd U
IIIJIFO30B, HCIONB30BaHHE  MEKCETEBBIX JKpaHOB, TeXHOJIOTHH
BHUPTYaJIbHBIX JIOKATHHBIX CETEH.

12. be3onacHocTh Bed-NPHJIOKeHHIT 1 MOOHJIBHBIX YCTPOHCTB
OcoOeHHOCTH YA3BUMOCTEH BEO-TIPHIOKEHUH, METOIBI MX KCILTyaTallHH,
a TakKe CpelNCcTBa 3aIIUTHI. Pa3zpaboTka Oe30macHBIX BeO-TIPHIIOKEHHH,
HCTIONTb30BaHHE METOIOB aBTOMAaTHUECKOTO TECTHPOBAHUSA M YA3BUMOCTH.
Vrpo3sl 0e30MacHOCTH MOOWIBHBIX YCTPOWCTB, METOABI 3allUTHl OT
BPEIOHOCHBIX TPOTpPaMM, 3alliTa MTaHHBIX W KOMMYHHKAIlMH, a TaKKe
0e30IacHOe HCTIOIE30BaHHE MOOMITBHBIX YCTPOHCTB.

13. 3amuTa oT couMaNbHOI HHKeHepHH

MeToapl conMaTEHON HHXEHEPHH, OMACHOCTH, CBSI3aHHBIE C TIOAISITKOH 1
MaHWITYJTHPOBAaHHEM MaHHBIMH, a TakKe METOIBl 3alllUTBl U OOyHUESHHUS
TIepCOHAIA.

B ToM 4Hcle npakTHYeCKUX 3aHATHII 1 J1a00paTOPHBIX padoT

10

OK.01 -
OK.09TIK3.1 -
[1K3.4

[Ipaktnueckoe 3ansaTie 1. ConmanbHas HHXESHEPHUS

HpaKTI/ILICCKOC 3aHATHE 2. I/ICCJICZ[OBaHPIC CETCBLIX aTaK U MHCTPYMEHTOB
ITPOBEPKU 3aINUTHI CETH

[Tpaktnueckoe 3anHsTMe 3. Hactpoiika ©Oe3omacHoro focTyma K
MapIIpyTH3aTOPY
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[IpakTiueckoe 3aHaTHe 4. OOecnevueHne aIMUHHCTPATHBHOTO OCTYIIA
AAA u cepBepa Radius

[Ipaktuueckoe 3aHsathe S. HacTpoiika TMONMUTHKH  Oe30MacHOCTH
OpaHIMay’poB

IIpaktnyeckoe 3aHaTHe 6. HacTpoiika cHCTEMBI NIPeNOTBPALICHUS
BTOp>keHUi (IPS)

ITpakTHueckoe 3ansTHE 7. HacTpoiika 6e30MacHOCTH Ha BTOPOM YPOBHE Ha
KOMMYTaTOpax

HpaKT HYecKoe 3aHATHE 8. I/ICCJ'IeI[OBaHI/IC MCTOJIOB IJ_II/I(l)pOBaHPDI

ITpaktnueckoe 3anatHe 9. Hacrtpoiika Site-to-SiteVPN  ncnons3ys
uHTepdeiic KoMaHAHOM CTPOKH

[Tpaktnyeckoe 3anstue 10. basoBas HacTpoiika nuTIO3a 0€30MACHOCTH
ASA u HacTpolika OpaHIMay’poB HCIIONB3yS HHTepdeilc KoMaHTHOM
CTPOKH

[IpakTideckoe 3anstHe 11. bazoBas HacTpoiika mUTIO3a Oe30MacHOCTH
ASA u HacTpolika OpaHAMay?poB Hcnonb3yst ASDM

[IpakTiueckoe 3ansaTie 12. Hactpoiika Site-to-Site VPN ¢ oHO# cTOpOHBI
Ha MaplIpyTH3aTope HCIONb3ys HMHTepdelc KOMaHAHOH CTPOKH H C

JIpYroif CTOPOHBI HCHONB3YS I3 Oe3omacHOcTH ASA TocpelcTBOM
ASDM

[Tpaktuueckoe 3anstue 13. HactpoiikaClientless Remote Access SSL
VPNs ncnons3yst ASDM

[Ipaktnueckoe 3ansTHe 14. Hactpoiika AnyConnect Remote Access SSL
VPN ucnonszys ASDM

ITpaktuueckoe 3anstHe 15. KommnekcHas naGopaTopHas pabota 1o
0€e30MacHOCTH

Tema 3.2. Odecnieuenne
ceTeBOi 0e30MacHoOCTH

Copep:xanne 26 OK.01 —
OK.091IK3.1 -
[1K3.4

1. Opranun3aius 3allUIIeHHBIX KaHaJIOB Mepeiadl JaHHBIX IS

00BETMHEHNS TEPPUTOPHATBHO pacTIpeACTEHHBIX O(PHCOB B OIHY CETb.
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2. MexaHU3MBI LIN(POBaHUSA U ayTEHTU(UKALUH 1151 0OecTieueHHs
3aIMILIEHHOTO YAAJIEHHOTO JOCTYIa K KOPIOPaTUBHBIM
MH(OPMALIMOHHBIM pecypcaM U CEpBHCAM.

3. Hcnonb3oBaHue (paepBOIOB U MEKCETEBBIX IKPAHOB IS
KOMILTEKCHOM 3aIllUThl KOPIIOPATUBHOM CETH OT HECAHKLIMOHUPOBAHHOTO
noctyna uyepes VHTepHeT.

4. AHaN3 cOAEeP>KUMOTO TpaduKa 1 KOHTPOIb MPHIOKEHUH 1
MOJIb30BaTENeH B CHCTEMAX O€30MacHOCTH CETH.

5. MeTop1 MUHIMHU3AIMH PUCKOB BHEIPEHUs BpeoHocHoro 110
qyepe3 OrpaHHYeHHe ONAaCHBIX KOMMYHHKAIIMH B IyOTHYHBIX CETAX.

6. BBeneHne cucTeMbl 0OHapyKEHHUS U MPEIOTBPAILEHHS CETEBBIX
BTOP>KEHHUH.

7. TexXHONTOrMM HCTIONBb30BaHMsl BUPTYaTbHBIX YacTHBIX ceTel (VPN)
1T oOecTiedeHns 6€30IacHOr0 YAAIEHHOTO JOCTYTIA.

8. Vcnonb30BaHNE CUCTEMBI YIIPABIECHHS JOCTYIIOM JJISL KOHTPOJIS
JOCTYTIa K KOPIIOPATHBHOM CETH.

9. Obecneuenne 6e3omacHocTn Wi-Fi-ceteil.

10. Peanmu3zaiis Mep o obecriedeHHI0 6€30MacHOCTH YEKTPOHHON
TIOYTHI B KOPIIOPAaTHBHOM CETH.

11. 3amuTa OT aTak TUna "GuImHr".

12.  IIpuMeHeHHEe aHTHBHPYCHOTO MPOrPaMMHOTO OOecTieueH s At
3aIUTHl OT BUPYCOB U IPYTUX BPEIOHOCHBIX MPOTPaMM.

13. Vcnonb30BaHue cHCTEM OOHApYKEHHS BTOPKEHUH [T paHHETO

OOHapy>KeHMs U TIPeIOTBPAILEHHs yTPo3 OE30MacCHOCTH.

14. 3ammra ot DDoS-aTak.

15.  Peamm3zaius mMep mo obGecriedeHHIO O€30MaCHOCTH MOOMITBHBIX
YCTPOHCTB, UCTIONB3YEMBIX B KOPITOPATHBHOH CETH.

16. 3anmTa oT BHYTPEHHHX YIpo3 O0€30MacHOCTH.

17. ObecnieueHne 6€30MaCHOCTH OOJIAYHBIX CEPBHCOB.

18. OpraHu3zanus MOHUTOPHHTA CeTEeBON 0€30MacHOCTH H ayIHTa.
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19. BBenenue cucTeMbl KOHTPOIIS IETOCTHOCTH (ailfioB ISl 3alIUTHI
OT U3MEHEHHUS WIH BHEIPEHUS BPEIOHOCHBIX MPOrpaMM B (aiioBbie
CHCTEMBL.

20. [IpuMeHeHNne MEeTOI0B IMIH(POBAHUS JaHHBIX IS 3aIUTHl OT
HECaHKIIMOHMPOBAHHOTO IOCTYTA K KOH(HISHIIHATbHON HH(OpMAITHH.

B ToM 4Hcle npakTHYeCKUX 3aHATHIL U J1a00paTOPHBIX padoT

10

OK.01 -
OK.09TIK3.1 -
[1K3.4

[Ipaktuueckoe 3anstue 1. Hactpoiika VPN-TyHHene# nis opraHu3aluu
3aIMIIEHHBIX KAHAIOB TIepellaud JaHHBIX MEXAy TEeppUTOPUATBEHO
pacrpeneleHHBIMU OpHCaMHU.

[Ipaktndeckoe 3aHsaTHe 2. PaboTa ¢ MexaHM3MaMM IIHGPOBAHUSA U
ayTeHTH(UKALUU 111 obecrieueHns 0e30MacHOro yAalleHHOTO JOCTyMa K
KOPIOPAaTHBHBIM HH(OPMAIIOHHBIM PECYpcaM M CEPBHCAM.

[Tpaktudeckoe 3aHaTue 3. HacTpoiika M Mcnonbs3oBaHHe (aepBOJIOB U
MEXKCETEBBIX DKPAaHOB ISl KOMIUIEKCHOH 3aIllMThl KOPIIOPATUBHOM CETH OT
HECaHKIIMOHMPOBAHHOTO IOCTYyTa Yepe3 MHTepHeT.

[IpakTudeckoe 3aHATHE 4. AHAJINU3 CONEPKUMOro Tpaduka U KOHTPOIb
NPUIOKEHHH W TONb30BaTeled B cCHCTeMaX O€30MacHOCTH CEeTH ¢
HCTIONb30BaHHEM TPOTPAMMHOIO OOecledeHusl [UIsi MOHHTOPUHIa H
OOHapy KeHHs yTpo3.

[TpakTudeckoe 3aHaTHe 5. Pa3zpaboTka M BHEAPEHHE MEp IO MUHUMM3ALUU
pHCKOB BHepeHHs BpenoHocHoro IIO depe3 orpaHHYeHHE ONACHBIX
KOMMYHHUKAIMI B yONMYHBIX CETAX.

[lpaktnueckoe 3aHatHe 6. Hactpoiika u pabota ¢ cucTeMaMH
OOHapyKeHMsT M TpPEIOTBPALICHUS CETEBBIX BTOPKEHMH [UIS paHHETro
OOHapy>KeHMs U NPeIOTBPAILEHHs YyTpo3 Oe30MacHOCTH.

[IpakTnueckoe 3ansaTue 7. HacTpolika W MCHONB30BaHHE BUPTYaTbHBIX
gacTHBIX ceTell (VPN) s obOecrneueHuss 0e30MacHOTO  yIalleHHOTO
JOCTYTIa K KOPIIOPATHBHBIM HH()OPMAITMOHHBEIM PECYPCaM H CEPBHCAM.

[TpakTHueckoe 3ansaTHe 8. HacTpoiika u paboTa ¢ ciicTeMaMH yTpaBlIeHUS
JOCTYTIOM TSl KOHTPOJISL AOCTyIa K KOPIOPAaTHBHOM CeTH.
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[Tpaktudeckoe 3ansaTHe 9. ObGecneueHue OesomacHocTH Wi-Fi-cereit:
HAacTpoiika O€30MacHBIX TOYEK MOCTyIa, WCIIONB30BAaHHE  CETEBOH
ayTeHTH)UKAINH, HPPOBaHNS TpadyKa M APYTHX METOIOB.

IIpaktnyeckoe 3anstne 10. PaspaboTka W BHeIpeHHEe Mep IO
obecrieueHNI0 0€30MaCHOCTH JEKTPOHHOH MOYTHl B KOPIIOPAaTHBHON CETH:
HacTpoWKa aHTHBHPYCHOTO MPOTPaMMHOrO OOecrevueHHs, MpoBepKa Ha
HaJli4ie BPEIOHOCHBIX BIIOKEHMH, OOydeHHe Mob30BaTeNe OCHOBaM
0€30MacHOCTH NTEKTPOHHOH MOUTHI.

[TpakTuueckoe 3aHaTue 11. OOyueHHe MOIB30OBATENSIM OCHOBAM 3aIlUTHI
OT aTak Tumna "puumHr".

[IpakTnieckoe 3aHatue 12. PaboTa ¢ aHTHMBUPYCHBIM TPOTPAMMHBIM
obecrieueHMEeM 7S 3alllUTBl OT BHPYCOB M JPYTHMX BPEIOHOCHBIX
IporpaMM: yCTaHOBKa, HAacTpoWKa, OOHOBIeHHe ©0a3bl JaHHBIX,
CKaHHpPOBAaHME M y/IaJCHHE BPEIOHOCHBIX POTPaMM.

[IpakTnueckoe 3anHsathe 13. HacTpoilka ¥ HCIONB30BaHHE CHCTEM
OOHapy>KeHUS BTOPKEHHUH ISl paHHETO 0OHapyKEeHUS U MPeOTBpaIlleHUS
yrpo3 6€30MacHOCTH.

[Ipaktuueckoe 3anHatue 14. HacTpoilka M HCIONB30BAaHHE MEKCETEBBIX
SkpaHOB U ¢aepBoJoB [Is obecledeHHs] KOMIUIEKCHOM —3allUThI
KOPIOpPaTHBHOM CETH OT HECaHKIIMOHHPOBAaHHOTO JIOCTyNa uepe3
WNHTepHeT.

[TpakTudeckoe 3aHaTHe 15. BHenpeHne cucTeMbl YNMpaBiIeHHsS IOCTYIIOM
JUIS KOHTpPOJIS AOCTyHa K KOPIOPAaTMBHOW CETH: HAcTpoWKa MpaBMII
JIOCTYTIa, ayTeHTH(HUKAIM MOJIb30BaTeNeH, ypaBleHHe MPUBUIETUIMH.

IIpakTnueckoe 3aHsaTHe 16. lcrmonb3oBaHME TEXHOJOTMH BHPTYalTbHBIX
gacTHBIX ceTeit (VPN) nans obecnedenuss ©6e30MacHOro yIalleHHOTO
JOCTyTa: HacTpoiika W ympaBieHHe VPN-TyHHensMH, 3aluTa JaHHBIX,
MapuIpyTH3alus Tpaduka.

ITpaktudeckoe 3ansatue 17. Obecneuenne Oe3omacHocTH Wi-Fi-ceteil:
HACTpo#Ka W YIpaBlieHHe OECHpPOBOJAHBIMH TOYKAMH JOCTYIIA, 3aIlHTa
CeTeBOTo TpaduKa, ayTeHTH(HUKAINS TTOJTB30BaTENEH.

[Ipaktnueckoe 3anarne 18. 3ammrta ot DDoS-atak: wucnons3oBaHue
CHEIMATN3NPOBAHHBIX  CpelACcTB 3ammTel OoT DDoS-atak, HacTpoiika
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MapUIpyTH3aLuu Tpadpuka, MOHUTOPUHT CETEBOIH aKTHBHOCTH.

IIpaktndyeckoe 3aHsTHe 19. Peamuzamus Mep 1o  oOecledYeHHIO
0e30MacHOCTH MOOWJIBHBIX YCTPOMCTB, MCIONB3YEMBIX B KOPIOPATHBHOM
CeTH: HAcCTpOMKa MOJUTHK O€30MacHOCTH sl MOOWJIBHBIX YCTPOIMCTB,
yIpaBlI€HUE YCTPOHCTBAMH W TPHUIOKESHHMSMH, 3alllUTa JaHHBIX Ha
yCTpoOIcTBax.

IIpaktuyeckoe 3aHaTHe 20. OOecneueHne Oe30MaCHOCTH OOTaUHBIX
CEpBHCOB: BBIOOp HaJEKHBIX TPOBAalIEpOB OOJNIAYHBIX CEPBHCOB,
HacTpoWKa TNMpaBHJ JOCTYNa M ayTeHTH(HKALMHK, MH(POBaHUE HAHHBIX,
MOHHTOPHHT aKTHBHOCTH B OOJTauHBIX CE€pBUCAX.

CamocrosiTesibHas padoTa 8
KoncyabTanumn 6
Ix3amen no MJIK 6

Y4eOHas npakTHKA
Buabl pador
1. Hactpoiika npaB gocrtyma.
2. Od¢opmieHne TEXHHIECKOH JOKYMEHTALUH, TIpaBHIa 0OpMIECHHS
JOKYMEHTOB.
Hactpoiika anmapaTHOro ¥ MpOrpaMMHOI0 00ecIeueH sl CETH.
Hactpoiika ceTeBOM KapThl, UMs KOMITbIOTEpa, paboyas rpymmna,
BBEICHHE KOMITbIOTepa B domain.
ITporpamMMHasi THarHOCTHKA HEUCTIPABHOCTEH.
AnmnapaTHast JMarHOCTHKA HEUCIPaBHOCTEH.
ITouck HeMcnpaBHOCTEN TEXHUYECKUX CPECTB.
BrinonHeHne nelcTBHI O YCTPaHEHUIO HEUCTTPABHOCTEH.
Vcnonb30BaHHe aKTHBHOTO, TACCHBHOTO 00OPYAOBaHMS CETH.

. YcTpaHeHne napa3suTHPYIOIIeH Harpy3KH B CETH.

. [Toctpoenue ¢puznteckoil kapThl TOKaTLHOMN ceTH. AHAIN3
COJEPKHUMOTO TpadhuKa M KOHTPOIb MPUIOKEHUH U MOJIb30BaTeNnei
B cHicTeMax 0€30MacCHOCTH CETH.

12. Opranu3aiys 3allMIIeHHBIX KaHAJIOB Mepeladl JaHHBIX JUTT

00BbEIMHEHNS TEPPUTOPHATEHO pacTpeieICHHBIX O(UCOB B OJTHY

Rl

mESNeXoWm

—_ O
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ceThb

13. Obecneuenne 6e3onacHocTH Wi-Fi-ceTel.

14. Peanuzaiys Mep 1o obecredeHnIo 0e30MacHOCTH IIEKTPOHHOM
MOYTHI B KOPIOPATUBHOM CETH.

15. 3amura oT atak Tuna "¢UIIMHT".

16. ObecneueHne ceTeBOIl 6E30MaCHOCTH

IIpousBoacTBeHHAsI IPAKTHKA

Buasbi padort

1. VYcTaHoBka Ha cepBephbl H paboune CTaAHIIMU: OTIEpAIlIOHHBIE CHCTEMBI H
HeoOxoauMoe Tl paboThl MPOrpaMMHOE oOecTieueHHeE.

2. Ocy1ecTBIIeHHE KOHPUTYpHUPOBAHUS IIPOTPAMMHOTO 0OecTIeueHUs

Ha cepBepax U pabouHXx CTaHIIHSIX.

3. [Toanepsxka B paboTOCIIOCOOHOM COCTOSIHIH TPOrpaMMHOE
obecredyeHne cepBEPOB M pabOUNX CTaHIIHH.

4. Peructpanus nons3oBareneil IOKAIbHON CETH U IIOYTOBOTO
cepBepa, Ha3HavaeT WACHTU(PUKATOPHI U MTAPOITH.

5. VYcTaHOBKa IpaB TOCTyIa U KOHTPOIb HCIIOIb30BAHUS CETEBBIX
pecypcoB.

6. ObecrieueHne CBOEBPEMEHHOTO KOTHPOBAHUS, apXUBHUPOBAHUS U
pe3epBUPOBaHHUS JaHHBIX.

7. [IpunsTHE MEP 1O BOCCTAHOBIEHUIO pabOTOCTIOCOOHOCTH
JIOKATBHOM CETH MPH cOOSIX WITH BBIXOJIE U3 CTPOS CETEBOTO
00opyIoBaHHUS.

8. BrisBnenne ommbok moip3oBaTeNe M MPOrpaMMHOTO
obecrnedyeHNs U MPUHIATHE Mep M0 UX UCIPABIECHUIO.

[IpoBenenne MOHUTOPHHTA CETH, pa3pabaThIBaTh MPEATOKEHUS IO

Pa3BUTHIO HHPPACTPYKTYPHI CETH.

9. OOGecrnieueHne ceTeBOM 0€30MaCHOCTH (3aILUTY OT
HECaHKIIMOHUPOBAHHOTO JAOCTYTa K HHPOPMAITUH, TPOCMOTpa WITH
U3MEHEHHUS CHUCTEMHBIX (ailfIoB 1 JaHHBIX ), 0€30MacCHOCTD
MEKCETEBOIO B3aUMOICHCTBHA.

144
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10. OcyniecTBIIeHNE aHTHBHPYCHOM 3aLUTHI IOKAIBHON BBIYHCIUTENBHOM
CETH, CEPBEPOB U PabOUMX CTAHIIHH.
11. JlokyMeHTHpOBaHHE BCEX MPOU3BEACHHBIX ACHCTBUH.

HpOMe)KyTO'—IHaH aTTECTAUA IK3AMEH 110 MOAYJIHO

Bceero:

735
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3. YCJOBUS PEAJIMBALNU ITPOPECCUOHAJIBHOT'O MOAYJIA
3.1. MaTepuanbHoO-TeXHH4YeCKOe o0ecnevyeHue

Kabunetsl «Oo6uienpodeccHoHaNbHBIX AMCUMIUIMH M TNPOQEeCcCHOHANBHBIX MOAYJIEIDy
OCHAILIEHHBIE B COOTBETCTBUH ¢ TpwiiokeHnem 3 OOII.

Jlaboparopun  «IHpOpMaIMOHHBIX  TeXHOJOTWI», «HampaBisiommx  cucTem».
Jlaboparopun «HPpOpMAITMOHHBIX TEXHONIOTHIDY, «HampaBiasiomux cHcTeM» OCHAIlleHHBIE B
COOTBETCTBHH ¢ NpmitoxeHneM 3 OOIL

OcHallleHHBIEe 0a3bl MPAKTUKH, OCHAILIEHHAS B COOTBETCTBHH ¢ IpuioxkeHueM 3 OOIL.

3.2. YueOHO-MeTOAHYECKOE O00ecIeUeHne

Jns peanmuzanmu mporpaMMbl OMONMMOTEUHBIH (OHI 00pazoBaTEIBHON OpraHU3alNH
JOJKEH UMETh MevaTHble W/HUITH YJIEKTPOHHBIE 00pa3oBaTelbHble U HH(YOPMAIIMOHHBIE PECYPCHI
IUTSL UCTIONB30BAaHUA B oOpa3oBarenbHOM Tpouecce. [Ipu ¢popMupoBannn 6ubmmoreqnoro ¢poHaa
00pa3oBaTeTIbHON OpraHU3allMM BBIOMpaeTcs HE MEHEe OJHOIO HM3HaHUSA M3 IEePeUHCICHHBIX
HIDKE TeYaTHBIX M3MaHUH M (WIM) DJIEKTPOHHBIX M3JaHMH B KauecTBE OCHOBHOTO, NPH JTOM
CIIMCOK MOXET OBITh OMOTHEH HOBBIMH M3/1aHHSAMH.

3.2.1. OcHOBHEBIE HEYATHBIE U3TAHUA

1. Hazapos, A. B. DkcrutyaTaiyst oObeKTOB ceTeBOM HHPPACTPYKTyphl: yueOHUK / A.B.
Ha3zapos, A.H. Exransiues, B.II. Mensankos. — Mocksa: KYPC: UHOPA-M, 2023. — 360 c.
— (Cpennee npogeccuoHanbHoe 0b6pazoBanue). - ISBN 978-5-906923-06-6. - TekcT:
anekTpoHHBIN. - URL: https://znantum.com/catalog/product/1999922.

2. llanbrun, B.®. UHdpopmanonHas 6€30MacHOCTh KOMITBIOTEPHBIX CUCTEM U CeTEH: yueOHoe
nocobue/ B.®. lllansrun. — M.: U]l « POPYM» - UTHOPA-M, 2023. — 416 c.

3.2.2. OcHOBHBIE 3JIeKTPOHHbIE H3XAHUA

1. Kyns, T. II. Onepaunonnsie cucteMsl. [IporpamMuoe obecnieuenne yuebuuk ans CIIO / T. 11
Kynb. — 3-e u3n., crep. — Cankr-IlerepOypr: Jlans, 2023. — 248 c¢. — ISBN 978-5-507-46005
2. Teker: >nekTpoHHbI // JIaHb: 2nekTpoHHO-O0MONMMOoTeuHas cucremMa. — URL:
https://e.lanbook.com/book/2929943.2.2. OcHOBHEIE IEKTPOHHBIE H3AAHUIL

4. KOHTPOJIb 1 OHEHKA PE3YJIBTATOB OCBOEHUSI
IMPO®ECCHOHAJIBHOI'O MOIYJISL

Kon IIK, KpuTepun oueHku pe3yjbTrara ®opMBI KOHTPOJIA U METOABI
OK (moka3zaTe I OCBOCHHOCTH KOMITeTeHLHI) oneHKu’

IIK 3.1 Omnpenenenue npodeccHoHaTbLHON 3aaul 1 DK3aMeH/3a4eT B (popMe

IIK 3.2. STAIlOB €€ BBIIOJIHEHUS cobeceJoBaHUsA: IPAKTHIECKOE

IIK 3.3. D¢ peKTUBHBIH TOUCK MH(OPMAIIH IS 3a/laHHe T10 TTOCTPOECHHUIO

1IK 3.4. penieHus nmpodeccuoHaIbHOH 3a1aun aJITOpUTMa B COOTBETCTBHU C

K 3.5. OmnpeneneHne pecypcoB A pellieHHs TEXHUYECKUM 3aJaHHEM
npogeccHoOHaTBHOM 3a1aui DKcnepTHOE HaOIoIeHNEe 1
O1eHKa «OTJINYHOY - TEXHUUECKOE 3aflaHNe OLIEHKa Ha J1abopaTopHO -
IIPOaHATN3NPOBAHO, AITOPUTM pa3paboTaH, MPaKTUYIECKHUX 3aHATHAX, IPU
COOTBETCTBYET TEXHHYECKOMY 3aJaHHIO U BBITIOJIHEHUH padoT 10
o(opMIIEH B COOTBETCTBHH CO CTAHAAPTAMH, y4eOHOI M IPOHU3BOICTBEHHON
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MOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.
O1eHKa «XOpOIIO» -alITOPUTM Pa3padOTaH,
o(opMIIEH B COOTBETCTBHH CO CTaHIApTaMH U
COOTBETCTBYET 3a/IaHHIO, TOSICHEHBI €T0
OCHOBHBIE CTPYKTYPHI.

O1eHKa «yIOBIETBOPUTEIBHOY - AITOPHTM
pa3paboTaH U COOTBETCTBYET 3aJaHUIO.

MpaKTHKaM

3aImuTa OTYETOB TIO
MPaKTHYECKIM H
nabopaTopHBIM paboTaM
WuTtepnperanus pe3ynbTaToB
HaOJIOJcHUI 3a
IEATENBHOCTBIO
oOydarolerocs B mporiecce
OCBOEHHS 00pa3oBaTeNbHOM
TIPOTpaMMBI

IIK 3.6.
OK 01. ITonGop BapHaHTOB pelIeHNsT KOHKPETHON O1ueHKa MOJTHOTHI MEPEvHs
npodecCHOHATBHON 3a1a4H WK TIPOOIIEMEI Oo0OPaHHBIX BapHAHTOB
OK 02. JleMOHCTpalKs HaBBIKOB HCITOJIB30BAHHS OueHka OJTHOTHI IIEPEYHS
MH(OPMALMOHHBIX TOPTAJIOB B ceTH MIHTEepHeT, Oo0OPaHHBIX BAPHAHTOB
BKJTIOYast OpHUIHaTbHbIe HH(OPMALlHOHHO-
IIPaBOBBIE TTOPTAIIBI
OK 03. JleMoHcTpaLus HHTEpeca K BHIOPaHHON VYyacTe B MEpOIIPUATHAX
CTELUANBHOCTH, K HHHOBALIUOHHBIM (onmMMIIHaabl, KOHKYPCHI
TEXHOJIOTUAM B 001acTH NPopheCCHOHATBHON poQecCHOHATBHOTO
IeATeTbHOCTH MacTepCTBa, CTAKHPOBKH H
ap.), TIPOBOAMMBIX Kak
00pa3oBaTEeIbHBIM
3aBeJICHHEM, TaK U BEIyILIUMHI
IPEANPUATHAMHU OTPACITH
OK 04. JleMOHCTpHUpPOBaTh HABBIKM MEKINIHOCTHOTO DKcnepTHOE HaOMIoIeHNEe
00I1IeHHs ¢ cOOMIOIeHNEM OOIIETTPUHATHIX MOBEICHUECKUX HaBBIKOB B
IIPaBMJI CO CBEPCTHUKAMH B 00pa3oBaTeNbHOM xoze o0yueHus
IpyTIIe, ¢ IpernoiaBaTesiIMI BO BpeMs
00yueHMs, ¢ pyKOBOAUTEIIMHI
IPOM3BOACTBEHHOMN IPAKTHKH
OK 05. JleMoOHCTpalus HaBBIKOB T'PaMOTHOH YCTHOM 1 DKcnepTHOE HaboAeHNEe
MUCBMEHHON peyun HaBBIKOB YCTHOTO M
MHUCBMEHHOTO OOILEHHS B X0/1€
o0yUeHHs
OK 06. dopMHpoOBaHUE YyBCTBa NaTPHOTH3MA, VYyacTe B MEpOIIPUATHAX
I'paX1aHCTBEHHOCTH, YBa)KEHUS K MTaMsATH NaTPHOTHYECKOH
3alIUTHUKOB OTevecTBa M MoABUTaM ['epoeB HaIpaBJICHHOCTH, B
OTeuecTBa, 3aKOHY M IIPABOIIOPAIKY, YETOBEKY IIPOBEICHUH BOCHHO-
TpyZAa M cTaplieMy IIOKOJIECHHUIO; CTIIOPTHUBHBIX UT'P; yYacTHE B
IporpaMmax
B3aMHOT'0 YBa)KE€HH, OEpEKHOIO OTHOLIEHUA K | aHTHKOPPYITIHOHHON
KyJbTYPHOMY HacJIEIUIO U TPaJHLIUAM HaIpaBIeHHOCTH
MHOT'OHALIMOHAIILHOTO HapoJa Poccuiickon
denepaimy;
HETEPIIMMOCTH K KOPPYIILIMOHHBIM IPOSBICHUAM
OK 07. dopmupoBaHUE OEPEKHOTO OTHOIIEHUS K DKcnepTHOe HaboAeHNe

IIPUPOJIE U OKPY’KAIOLIEH cpefe

IEMOHCTPALIMH HAaBBIKOB
COOITIOZICHNS TTPABHIT
HKOJIOTHUECKO 6€301MacHOCTH
B BEJICHHH NTPO(eCCHOHATBHON
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nesTeNbHOCTH; OPMUPOBaHUE
HaBBIKOB (PP EeKTUBHBIX
NEeHCTBUH B YpE3BBIYAHBIX
CUTYaIUIX

OK 08.

®opMupoBaHHEe OEpPEKHOTO OTHOILIECHHS K
3JI0POBBIO

VYyacte B CIIOPTHBHBIX
MCEPOIIPUATHAX, ITPOBOANMBIX
O6paBOBaTCJ'IBHLIM
YUPCKACHUCM, BEACHNC
300pPOBOTO o6pa3a JKHU3HN
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